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Abstract

Edge-colored graphs can be used to model various network structures in net-
work security analysis. One of the decision problems which is important in
the analysis of edge-colored graphs in this scenario is the COLORED (s, )-
CuTt problem, defined as follows. Given an edge-colored graph, two vertices s
and ¢, and an integer k, we ask if there is a size-k set of colors S, such that
the removal of all edges colored with a color of S disconnects s from . Such
a set S is called a colored (s,t)-cut. In this work, we further investigate the
parameterized complexity of COLORED (s, ¢)-CUT for some structural graph
parameters. Afterwards, we generalize COLORED (s,t)-CUT to defender-
attacker games where a defender and an attacker alternatively choose un-
chosen colors. The edges colored in the colors chosen by the attacker, are
removed from the graph, whereas, the colors chosen by the defender cannot
be chosen by the attacker anymore. The attacker wins if he can complete
a colored (s,t)-cut. We show that for a constant number of alternations
between the agents, these games are complete for complexity classes of dif-
ferent levels of the polynomial-time hierarchy, whereas, the games become
PSPACE-complete if the number of alternations is unbounded. We then in-
vestigate these games from a parameterized complexity point of view. For
example we show that all these games admit polynomial kernel when pa-
rameterized by both the number of colors in the instance and the vertex
cover number. Finally, we study the classic complexity of these games on
restricted instances. For example, we show that on some restricted instances
on which COLORED (s,t)-CUT is polynomial-time-solvable, none of the in-
troduced games can be solved in polynomial time, unless P = NP.

Zusammenfassung

Kantengefarbte Graphen eignen sich zur Modellierung verschiedenster Netz-
werkstrukturen im Rahmen von Netzwerksicherheitsanalysen. Ein wichtiges
Entscheidungsproblem im auf kantengefarbter Graphen in diesem Kontext ist
COLORED (s,t)-CUT definiert wie folgt. Gegeben sind ein kantengefiarbter
Graph, zwei Knoten s und ¢ und eine natiirliche Zahl £ und wir wollen
wissen, ob es eine k-elementige Farbmenge gibt, sodass das Entfernen aller
Kanten, die in einer Farbe aus S gefirbt sind, s von ¢ trennt. Eine solche
Menge S wird colored (s,t)-cut genannt. In dieser Arbeit filhren wir die
parametrisierte Analyse von COLORED (s,t)-CuT fiir strukturelle Graph-
parameter fort. Anschliefend verallgemeinern wir COLORED (s,t)-CUT zu
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Verteidiger-Angreifer-Spielen, bei denen ein Verteidiger und ein Angreifer
abwechselnd bisher noch ungewdhlte Farben wihlen. Kanten, die in den
Farben gefarbt sind, die der Angreifer wahlt, werden aus dem Graphen ent-
fernt, wohingegen die Farben, die der Verteidiger wahlt, nicht mehr vom
Angreifer gew#hlt werden kénnen. Der Angreifer gewinnt das Spiel, wenn
er einen colored (s,t)-cut wihlt. Wir zeigen, dass fiir eine konstante An-
zahl an Wechseln zwischen den beiden Agenten, die definierten Spiele fiir
Komplexititsklassen unterschiedlicher Stufen der Polynomialzeit-Hierarchie
vollstindig sind. Wenn die Anzahl der Wechsel nicht konstant ist, sind die
definerten Spiele hingegen PSPACE-vollstindig. Anschliefend analysieren
wir diese Spiele aus Sicht der parametrisierten Komplexititstheorie. Zum
Beispiel zeigen wir, dass all diese Probleme einen polynomiellen Kern haben,
wenn man sie sowohl mit der Anzahl der Farben als auch der Vertex-Cover-
Zahl parametrisiert. Abschliefend untersuchen wir die klassische Komplex-
itdt aller Spiele auf eingeschrinkten Instanzen. Zum Beispiel zeigen wir,
dass auf einigen eingeschrénkten Instanzen auf denen COLORED (s,t)-CUT
polynomialzeitlsbar ist, keines der Spiele polynomialzeitlosbar ist, es sei
denn P = NP.
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1 Introduction

Due to the ever-growing impact of computer and communication networks,
analyzing their robustness becomes inevitable [33]34]. Edge-colored graphs
are a useful tool to model different kinds of network structures for network-
security analysis. For example in the context of measuring the robustness of
communication, transportation, and computer networks, edge-colored graphs
where studied extensively over the last decades [5}6,8,[10}/11,19,25-27, 29,
38-40]. Onme of the decision problems which can be used to measure the
robustness of such networks is COLORED (s, t)-CuUT, defined as follows.

COLORED (s,t)-Cut [10]

Input: An undirected graph G = (V, E), two vertices s,t € V,
a set of colors C, an edge coloring ¢ : £ — C, and a positive
integer k.

Question: Is there a subset of colors S C C with |S| < k such
that s and ¢ are not in the same connected component in G' =
(V,E\ Es), where Es :={e € E | {(e) € S}?

In other words, we ask if there is a size-k set of colors S such that the removal
of all edges colored in a color of S disconnects s from ¢. Such a set S is called
a colored (s,t)-cut.

As far as we are aware, COLORED (s,t)-CUT was first introduced by
Jha et. al. in the context of directed attack graphs [26,135]. In such an
attack graph, an attacker starts in a state s of the network and aims to
reach a specific state ¢ for example by using different security holes. These
security holes are modeled by the colors of the graph and the attacker is
able to traverse an edge from u to v in color a by using the security hole «.
The state s can be seen as the default state, where the network operates
as intended and the state ¢ can be seen as a state where, for example, the
attacker gained administrative rights for the network. Hence, to prevent
an attacker from reaching ¢, we have to fix at least one security hole for
every (s,t)-path in the attack graph.

Later, COLORED (s,t)-CUT was independently rediscovered on undi-
rected graphs by Coudert et. al. [10] and Wang et. al. [39]. In these works,
COLORED (s,t)-CUT was used to model failures of specific edges in a net-
work. In contrast to the work on attack graphs of Jha et. al. [26,35]. Coudert
et. al. [10] and Wang et. al. [39] do not use an abstract graph model but the
real communication network itself. In this scenario, one can understand the



color of an edge as a condition under which this link of the network fails. For
example, all modems of the same brand may be attacked simultaneously by
a computer virus spreading the network. To analyze the robustness against
multiple simultaneous faults of the communication between two specific com-
puter endpoints s and ¢ in the network, one aims to solve COLORED (s, t)-
CuT. Now, a colored (s,t)-cut S can be interpreted a set of attacks S, such
that the communication between s and t is impossible if all attacks in S
are applied simultaneously. Throughout this work, we follow this interpreta-
tion and interpret COLORED (s,t)-CUT as the goal of an attacker aiming to
destroy a network.

Another important problem for network security analysis, which is closely
related to COLORED (s,t)-CUT, is the COLORED PATH problem.

COLORED PATH [40)]

Input: An undirected graph G = (V, E), two vertices s,t € V,
a set of colors C, an edge coloring ¢ : E — (', and a positive
integer k.

Question: Is there a subset of colors S C C with |S| < k such
that there is an (s,t)-path P in G with /(E(P)) C S7

In other words, we ask if there is a size-k set of colors S such that s and ¢
are connected in the graph consisting of the edges colored in S and their
endpoints. Hence, COLORED PATH can be seen as the perspective of a
network security analyst who tries to secure communication in his network
against multiple simultaneous failures or attacks.

1.1 Related Work

Both COLORED (s,t)-CUT and COLORED PATH are NP-complete [10,40].
Thus, it is unlikely that these problems can be solved in polynomial time.
Hence, COLORED (s,t)-CuT and COLORED PATH where investigated ex-
tensively from a classic complexity theory and from a parameterized com-
plexity theory point of view to obtain efficient algorithm for restricted in-
stances [10,/11,19,126,127,35,38-40,42].

The NP-hardness of COLORED (s,?)-CUT was independently shown via
a polynomial-time reduction from the HITTING SET problem [10,26,35].
This reduction will be recalled in Section since many other hardness
results for COLORED (s,?)-CUT can also be obtained from this reduction.
Furthermore, it was shown that COLORED (s,t)-CUT is NP-complete even



on bipartite planar graphs with a vertex cover number of two, that is, on
graphs where every edge is incident with either s or ¢, and on complete
graphs [3839]. Hence, most graph structures alone do not give helpful insight
on how to solve COLORED (s,t)-CuUT efficiently. A notable exception is that
COLORED (s,t)-CUT can be solved in polynomial time on graphs with a
constant degree A [10].

When analyzing the structure of the colors of the instance, one can obtain
more positive results. COLORED (s,?)-CUT can be solved in polynomial time
if the span of each color is at most one, that is, if for every color a € C,
the subgraph consisting of the edges colored in o and their endpoint, is
connected [10]. Clearly, this is a generalization of uncolored graphs, on which
COLORED (s, t)-CUT corresponds to the polynomial-time-solvable MIN (s, t)-
CuT problem [17,22]. In contrast, COLORED (s,t)-CUT is already NP-hard
if every color is only assigned to two edges each [10] and can be solved in
polynomial time if every color appears on at most two (s, t)-paths [3§].

A trivialFPT-algorithm which runs in time 2/n°® for COLORED (s, t)-
CUT can be obtained by checking if S is a colored (s, t)-cut, for every subset
of colors S C C [10]. This algorithm is called an FPT-algorithms for the
parameter |C| because the exponential part of the running time depends
only on |C|. This algorithm was improved to even smaller parameters like
the number of colors cypan With span at least two [11},30.:38] or the number
of colors cpatn Which appear on at least three (s, t)-paths [30].

Moreover, COLORED (s,t)-CUT admits an FPT-algorithm when param-
eterized by the number p of (s,¢)-paths of the instance [27] or both the
size of the solution k£ and the length of the longest (s,t)-path [42]. For all
those parameterizations, COLORED (s,t)-CUT does not admit polynomial
kernels [27,|38,42]. In other words, one is not able to find polynomial-time
data reduction rules whose application yields an equivalent instance which
has a size that is upper-bounded by a polyonmial of the previous parameters.
Furthermore, COLORED (s,t)-CuT is W[2]-hard when parameterized by the
size of the solution k even on graphs with pathwidth three [19]. Thus, COL-
ORED (s,t)-CuTparameterized by k presumably admits no FPT-algorithm.

1.2 Our Results

In Section [2| we give the basic notation and definitions we use throughout
this work as well as the standard reduction from HITTING SET to COL-
ORED (s,t)-CUT.



In Section |3) we further analyze the parameterized complexity of COL-
ORED (s,t)-CUT parameterized by structural graph parameters. We show
W[2]-hardness when parameterized by both the maximum degree A and
the edge deletion distance to a maximum degree of three £. Thus, COL-
ORED (s,t)-CUT parameterized by both A and &; presumably admits no
FPT-algorithm. In contrast, we show that parameterization by either the
edge deletion distance to a maximum degree of two & or the feedback edge
set number fes lead to FPT-algorithms.

In Section [4.T] we introduce competitive defender-attacker games by gen-
eralizing COLORED (s,t)-CuT. These games have the following rules: a de-
fender and an attacker alternating choose sets of unchosen colors each turn.
Both players are assigned a budget each turn and the size of the set of colors
they choose must equal this budget. The attacker wins if the union of all sets
of colors he chose is a colored (s, t)-cut, whereas, the defender wins if he can
prevent this by choosing sets of colors since the attacker may not choose these
colors in subsequent turns. These games can be analyzed to find strategies
to protect important layers in multi-layer networks before an attacker is able
to destroy them. We assume that the game where every agent has exactly
one turn and where the defender starts, might be particularly interesting in
practice.

We show that for a constant number of alternations between the agents,
these games are complete for complexity classes of different levels of the
polynomial-time hierarchy. Thus, the more alternations between the agents,
the more complex it becomes to determine which player has a winning start-
egy. For a non-constant number of alternations between the agents, we intro-
duce in Section [£.2the games COLORED (s,t)-CUT VULNERABILITY GAME
and COLORED (s,1)-CUT ROBUSTNESS GAME and show that both problems
are PSPACE-complete even if every agent chooses only one color in each turn.
In this restricted case, these games can be seen as Shannon Switching Games
where one player tries to destroy all (s,t)-paths, whereas, the other player
tries to secure at least one (s,t)-path [18]. Throughout this work, we will
refer to the collection of all these introduced games as colored cut games.

In Section bl we analyze the parameterized complexity of the colored cut
games in the hope to find efficient algorithms for them if specific parameters
are small. First, we show that parameterization by the most natural param-
eters related to the budgets of the agents do not lead to FPT-algorithms.
Second, we prove polynomial kernels for all these games when parameterized
by both the number of colors |C| and the vertex cover number of the input
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graph. Moreover, we generalize this kernelization algorithm by replacing the
vertex cover number with an even smaller parameter.

In Section [0 we analyze the computational complexity of the colored
cut games on restricted instances to understand what makes the games dif-
ficult. First, we show hardness for all these games on graphs with degree
constraints such as complete and subcubic graph. Second, we show that
none of the games can be solved in polynomial time on uncolored graphs. In
contrast, COLORED (s, t)-CUT can be solved in polynomial time on uncolored
graphs [17,22].



2 Preliminaries

In this section we introduce the basic notation and definitions we use through-
out this work. First, we give basic graph and set notation. Afterwards, we
give an overview on classic complexity theory and parameterized complex-
ity theory. Finally, we recall the standard reduction from HITTING SET to
COLORED (s,t)-CUT.

2.1 Set and Graph Notation

For a finite set X, we denote with P(X) := {A | A C X} the power set
of X, that is, the set of all subsets of X. Let 0 < k < |X|, we define ()k() =
{SC X ||S| =k} Wesay that (Y7,...,Y;) is a partition of X if Y; NY, =
) for all 1 < j < k < r, and U;:1Yj = X. Moreover, we generalize a
function ¢ : A — B to sets with {(A’) := {l(a) | a € A’} for all A’ C A.
Furthermore, we define the inverse function for sets (~' : P(B) — P(A)
with ¢71(B’) :={a € A | {(a) € B'} for every set B' C B.

A (simple undirected) graph G = (V, E) consists of a finite set of ver-
tices V(G) := V and a set of edges E(G) := E C (%) and we denote n := |V|
and m := |E|. Let V/ C V| then we denote with G[V'] := (V/, EN (‘g,)) the
induced subgraph of V' and with G — V' := G|V \ V'] the induced subgraph
of G obtained by deleting the vertices of V’ and their incident edges. Anal-
ogously, we denote for some E' C E, the graph obtained by deleting the
edges in E’ with G — E' := (V,E \ E’). For a vertex v € V we denote
with Ng(v) :== {w € V | {v,w} € E} the neighborhood of v in G. Further-
more, we denote with degg(v) := |Ng(v)| the degree of v in G, that is, the
size of the neighborhood of v. If G is clear from the context, we may also
write N(v) and deg(v) instead. The degree A of G is defined as the maximum
degree of all vertices of G, that is, A(G) := max{deg,(v) | v € V'}.

2.2 Paths

In a graph G = (V| E), we call a sequence of vertices P = (vq,...,v;) €
V¥ k > 1, a path of length k in G if {v;,v;11} € Eforall 1 <i < k. Ifv; # v,
for all 1 <1v < j <k, then we call P a vertex-simple path. If not mentioned
otherwise, we only consider vertex-simple paths. Furthermore, we say that P
is a (vy,vg)-path. Moreover, we denote with V(P) := {v; | 1 < i < k} the
vertices of P and with E(P) := {{v;,vis1} | 1 < i < k} the edges of P.



Given two paths P, = (vy,...,v) and P, = (wy,...,w,) in G, we define the
concatenation Py - Py := (vq,..., U, w1,...,w,). Note that P, - P, is a path
in G if {vg, w1} € E. Furthermore, if vy = w; we define the merge of Py
and Py as P, — Py := (v1,...,0x = wy,...,w,). For a path P = (vy,...,v,)
we denote with P := (v,,...,v1) the reverse path of P.

Proposition 2.1. Given a non-vertez-simple (a,b)-path P in G, then there
is a vertez-simple (a,b)-path P in G with E(P) C E(P).

This result is a well known fact, but since we may refer to it multiple
times throughout this work, we give the proof for the sake of completeness.

Proof. Let P = (vq,...,v,) be a non-vertex-simple (a, b)-path in G. Then
there is some v, such that v, = v, for 1 <z <y < r. By definition, P’ =
(v1,...,0;) —o (vy,...,v,) is an (a,b)-path in G and E(P') C E(P). This
can be done at most r times since the length of P’ is less than the length of P.
Hence, we get an (a, b)-path P in at most 7 iterations such that F(P) C F(P)
and P is vertex-simple. O]

2.3 Graph Properties and Colored Graphs

For a graph G = (V, F), asubset V' C V is called an independent set if G[V|
is an edgeless graph, that is, {u,v} € F for all u,v € V'. A subset V' C V is
called a connected component if V' # () is a maximal set of vertices such that
there is at least one (u,v)-path in G for pairwise distinct u,v € V’. Next,
we will define some graph classes that will be used throughout this work. A
graph G = (V, E) is connected, if G has exactly one connected component;
in other words, for every u,v € V there is at least one (u, v)-path in G. Note
that in a connected graph, it holds that m >n —1. A graph G = (V, E) is a
tree, if G is connected and contains exactly one (u, v)-path for every u,v € V.
Note that in a tree, it holds that m =n — 1. A graph G = (V| E) is a forest,
if G is a disjoint union of trees, that is, G contains at most one (u, v)-path for
every u,v € V. A graph G = (V| F) is bipartite, if there is a partition (V7, V3)
of V such that Gy := G[V;] and Gy := G[V,] are both edgeless graphs. A
graph G = (V, F) is planar, if there can be drawn in the Euclidean plane
such that no two edges intersect each other. A graph G = (V, E) is complete,
if £ = (‘2/), in other words, for all pairwise distinct u,v € V there is an
edge {u,v} € E. A graph G = (V, E) is cubic, if deg(v) = 3 for allv € V
and subcubic, if deg(v) < 3 for all v € V.
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An edge colored graph with terminals or short colored graph is a 5-tuple H =
(G = (V,E),s,t,C,{) where G is an undirected graph, s € V and t € V are
the terminals, C' is a set of colors and ¢ : E — C' is an edge coloring. We
denote with |H| := |G|+ |C| + |¢] = |V |+ 2|E| + |C| the size of a colored
graph.

2.4 Colored Cuts

For a graph G = (V, E) and two vertices s € V and t € V, we call E' C F
an (s,t)-(edge-)cut in G, if s and ¢ are in different connected components
in G—FE'. Let H = (G, s,t,C, () be a colored graph. We say that CCC(Cisa
colored (s,t)-cut in G if for every (s,t)-path P in G, it holds that ((E(P)) N
C # 0, in other words, ¢~'(C) is an uncolored (s,t)-cut in G. We say
that C' C C'is a colored (s,t)-connector in G if there is an (s, t)-path P in G
with ¢(E(P)) € C. In the following we denote for a colored graph H =
(G,s,t,C,0) with C(H) = {((E(P)) | Pisan (s,t)-path in G} the set of
colors of vertex-simple (s, ¢)-paths in G. Note that C C C is a colored (s,1)-
cut in G if and only if C' N C’ # @ for all C" € C(H). Moreover, C is a
colored (s,t)-connector in G if and only if there is C" € C(H) such that C" C
C. Furthermore, if a colored graph H is part of a tuple I, we also use the
notation C(/) := C(H).

Definition 2.2. We call two colored graphs H = (G,s,t,C,¢) and H' =
(G, s, t',C, ') colored-cut-equivalent if for all Ly € C(H) UC(H') there ex-
ists Ly € C(H) NC(H') such that Ly C L.

In other words, H and H’ are colored-cut-equivalent if for every (s,t)-
path P in G there is an (¢, t')-path P’ in G’ such that ((E(P)) C ('/(E(F"))
and vice versa. Thus, intuitively, only the color sets in C(H) N C(H') are
relevant for colored (s, t)-cuts.

Proposition 2.3. Given two colored-cut-equivalent graphs H = (G, s,t,C, ()
and H' = (G',s',¢',C", V') and a set C C C, then C is a colored (s, t)-cut in G
if and only if C is a colored (s',t')-cut in G'.

Proof. Due to symmetry, we only show one direction. Let C be a col-
ored (s,t)-cut in G, then C'N Ly # 0 for all Ly, € C(H) NC(H'). We
show C'N Ly # 0 for all Ly € C(H'). Let Ly € C(H'), then there is
some Ly € C(H)NC(H') with Ly C Ly since H and H' are colored-cut-
equivalent. Hence, Ly NC D Ly NC # () and therefore C is a colored (s',t)-
cut in G'. O



2.5 Clauses and Satisfiability

For a set of variables Z, we define the set of literals L(Z) := ZU{—-z | z € Z}.
A set of literals Z C L(Z) is an assignment of Z if |{z,-2} N Z| = 1 for
all z € Z. For a subset X C Z of variables we denote with 74(X) :=
X U{-z|ze Z\ X}, the assignment of Z where all variables of X occur
positively and all variables of Z\ X occur negatively. For a set of variables Z,
a (CNF-)clause ¢ C L(Z) is satisfied by an assignment Z of Z if ¢ N Z # 0,
and we write Z = ¢. Analogously, a set ® C P(£(Z)) of (CNF-)clauses is
satisfied by Z if Z |= ¢ for all ¢ € @, and we write Z = ®. We say that
a set @ of clauses is in 3-CNF, if & C (5(32))7 that is, every clause ¢ €
contained exactly three literals.

2.6 Complexity Theory

For a general overview about computational complexity theory we refer to |2,
23,32].

We use the big-O notation to give worst-case analysis for running time
and space efficiency for the algorithms we describe in this work. Let f, g :
IN — R be functions. We say that g is an asymptotic upper bound for f and
write f € O(g) if there exists ¢ > 0 and ny € IN such that for all n > ng
it holds that f(n) < c¢-g(n). If f(n) € O(n®) for some constant ¢, we say
that f is polynomial.

A decision problem is a language L C {0,1}*. We say that an in-
stance 1 € {0,1}* is a yes-instance of L if I € L and a no-instance of L
otherwise. A polynomial-time (many-one) reduction from a decision prob-
lem A to a decision problem B is an algorithm running in polynomial time
and transforming an instance I4 of A into an instance I of B such that I,
and Ip are equivalent. We write A <p B when there is a polynomial-time re-
duction from A to B. A complexity class L is a set of decision problems. For
the complexity classes we will analyze in this work, we say that a problem A
is L-hard if for every L € L there is a polynomial-time reduction from L
to A. Since the relation <p is transitive, it is sufficient to show that L <p A
for some L-hard problem L. If A € £ and L-hard, then we say that A is
L-complete.

For a decision problem L a verifier V' is an algorithm such that for all w €
{0,1}* it holds that w € L if and only if there is a certificate ¢ € {0, 1}(vD
for some polynomial function p such that V' accepts the input (w,c). Using



the notion of verifier, one may define the hierarchy of complexity classes X}
for all i > 0, inductively. The class Xf := P is the set of all problems
that can be solved in polynomial time and for all ¢ > 0 the class 3}, con-
tains exactly the problems that have a verifier V' which runs in polynomial
time and are allowed to use an oracle for a ¥F-complete problem. That
is, V can use an algorithm to solve a ¥.F-complete problem and runs in poly-
nomial time where the running time is assumed to be O(1) of an oracle
query. Similarly, the complexity classes 1Y := {{0,1}*\ L | L € ¥} for
all i > 0 is the set of all problems L such that the complement problem L
is contained in X¥. Note that it is also possible to show that a problem L
is in X7, by giving a verifier that uses an oracle for a II}-complete prob-
lem. By definition, X} C X7, II) C ¥F,, %7 C II},,, and II} C II},,
for all ¢ > 0 and it is widely assumed that these are proper inclusions [2].
Canonical X5, |-complete and II5;,-complete problems are QSATy;;1-3-CNF
and QSATy;-3-CNF, respectively [36].

QSATs;,1-3-CNF

Input: A set @ of clauses in 3-CNF over the variables Z and a
partition (Y7, Xo,. .. Xz+1,Yz+1) of Z.

Questlon Is it true that EIY1 C Y1 VXQ C X,.- VX,»H C
Xis1.3Yi C Vi TZ(Yl UX,U---UX; U Y;+1) )Z o7

QSATy;-3-CNF

Input: A set ® of clauses in 3-CNF over the variables Z and a
partition (Xy,Y7,...,X;, Y;) of Z.

Questlon Isit true that VXl C X;. EIYl cY.- .Vf(i - X,»EIY/Z- -
Vi :mz(X, U U---UX;UY) E &7

These classes build the polynomial-time hierarchy |36]. We will use the more
common names NP for 1 and coNP for IIY.

The complexity class PSPACE contains exactly the decision problems
that can be solved with polynomial space. For all i > 0, it holds that ¥} C
PSPACE and IIY' C PSPACE and, again, it is widely assumed that the
containment is proper for all ¢ > 0 [2]. A canonical PSPACE-complete
problem is QSAT-3-CNF |36,37].

QSAT-3-CNF
Input: A set ® of clauses in 3-CNF over the variables Z =
{z;,y; | 1 < j <i} for some i € IN.

10



Question: Isit true that Vi, € {x1,~z1}.301 € {y1, w1} VE; €
{@i, ~2i}. 35 € {yis iy {T5,9, | 1 < g <i} =07

2.7 Parameterized Complexity Theory

For more information about parameterized complexity theory we refer to [12,
15,20, 31].

A parameterized problem is L C {0,1}* x IN and an instance of a param-
eterized problem (z, k) consists of an instance x of a decision problem and a
parameter k.

A parameterized complexity class L is a set of parameterized problems.
We call a parameterized problem L fized-parameter tractable if there is a
computable function f such that for every instance (z,k) € {0,1}* x N it
can be determined in f(k)-|2|°" time if (2, k) € L. The class FPT contains
exactly the parameterized problems that are fixed-parameter tractable. Fur-
thermore, we call a parameterized problem L slicewise polynomial if there is
a computable function f such that for every instance (x,k) € {0,1}* x IN it
can be determined in |z|[7®) time if (x, k) € L. The class XP contains exactly
the parameterized problems that are slicewise polynomial. Clearly, FPT is a
subset of XP and it is widely assumed to be a proper subset.

Similar to classic complexity theory, we say that a parameterized reduc-
tion from a parameterized problem L; to a parameterized problem L, is
an algorithm that transforms an instance Iy = (z1,k1) of L; into an in-
stance I = (2, k) of Ly and runs in f(ky) - |2,/ time such that I, € L,
if and only if Iy € Ly and ko < g(k;) for some computable functions f and g.
Note that the parameter ks of I, only depends on ky. Moreover, if g is a
polynomial function, then we also call the reduction a polynomial parameter
transformation.

A reduction to a problem kernel for a parameterized problem L is a param-
eterized reduction from L to L that runs in polynomial time and transforms
any instance (z1,k1) of L into an instance (s, ks) of L such that ky < Ky
and |xe| < h(kq) for some computable function h. In other words, we are able
to find an equivalent instance (z9, ko) of L in polynomial time such that the
size of (xq, kq) is upper-bounded by a computable function h only depending
on k1. Moreover, we call h the size of the kernel. A parameterized problem L
admits a kernel if and only if L admits an FPT-algorithm [31]. Clearly, one
might be interested in finding kernels of small size for a given L € FPT.
But for some parameterized problems one can show that it is not possible
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to find a kernel of polynomial size, unless NP C coNP /poly [12]|, which is
widely assumed to be false. If L; € FPT does not admit a polynomial kernel,
unless NP C coNP /poly, the unparameterized version of L; is NP-hard, and
there is a polynomial parameter transformation to another parameterized
problem Lo where the unparameterized version of L, is contained in NP,
then Ly does also not admit a polynomial kernel, unless NP C coNP /poly.

The classes W[t],t > 0, build the W-hierarchy, that is, W[i] C W[i + 1]
for all ¢ > 0 and it is widely assumed that these are proper inclusions [15].
Moreover, it holds that FPT = W[0] € W[1] C --- C XP. Hence, we can
show that a parameterized problem L is fized-parameter intractable, unless
FPT = W[i], if L is W[i]-hard for some ¢ > 1, that is, for every L' € W]i],
there is a parameterized reduction from L' to L. Again, it is sufficient to
show that there is a parameterized reduction from L’ to L for some W/[i|-hard
problem. Furthermore, we say that a parameterized problem L is contained
in coW[t],t > 0, if ({0,1}* x N)\ L € WJ[t]. Similar, L is coW|[t]-hard
if ({0, 1}*xIN)\ L is W[t]-hard. A known W[1]-hard problem is INDEPENDENT
SET parameterized by the size of the solution k [15].

INDEPENDENT SET

Input: A graph G = (V, E) and a positive integer k.

Question: Is there a subset S C V with |S| > k such that {u,v} &
E for all u,v € S?

A known W[2]-hard problem is HITTING SET parameterized by the size of
the solution % [15].

HITTING SET

Input: A hypergraph G = (U, F) where U is a finite set called
the universe, F C P(U) is a set of hyperedges, and a positive
integer k.

Question: Is there a subset S C U with |S| < k such that SNF #
() for all F € F?

In contrast, the special case of HITTING SET where every hyperedge has size
exactly two, called VERTEX COVER, is in FPT when parameterized by k.

VERTEX COVER

Input: A graph G = (V, E) and a positive integer k.

Question: Is there a subset S C V with |S| < k such that SNe #
() for all e € E7?

12



2.8 The Standard Reduction from HITTING SET

Next, we recall the reduction from HITTING SET to COLORED (s,t)-CUT
[101[26,35).

Lemma 2.4. COLORED (s,t)-CUT is NP-complete.

Proof. We can verify in polynomial time that a set C' C C of size at most k
is a colored (s,t)-cut in G by checking if s and ¢ are in different connected
components in G — £~'(C). Therefore, COLORED (s,t)-CUT is in NP.

Given a HITTING SET instance (G = (U, F),k), we describe how to
construct an equivalent instance I := (G = (V,E),s,t,C (k) of COL-
ORED (s,t)-CUT in polynomial time.

We can assume without loss of generality that |F| > 2 for all F' € F since
an empty hyperedge F' € F leads to a no-instance and there is exactly one
way to cover a hyperedge I’ € F of size one. Furthermore, assume that there
is an ordering on F and an ordering on every hyperedge F' € F.

We set C' = U and add two vertices s and ¢. Furthermore, we add for every

hyperedge F; € F new vertices v7, . .. ’“|JF]~\71~ Next, we add for every F; € F
the edges {s,v]}, {vfbj|_1,t}, and {v!,v!,} for all 4,1 <i < |F}] - 1. Finally,
we set for every Fj € F the colors (({s,v]}) := ﬂ(l),ﬁ({vaﬂ_l,t}) =
F;(|Fj]), and £({v], v}, }) == F;(i+1) for all i,1 <14 < [F}| — 1, where F};(y)
denotes the yth element of [j.

Note that there is an (s,¢)-path P in G if and only if there is a hyper-
edge F' € F with {(E(P)) = F. Hence, C(I) = F and therefore, there is a

colored (s,t)-cut in G of size k if and only if there is a hitting set of size k
in I'. O

Throughout this work, we will refer to the above reduction as the stan-
dard reduction from HITTING SET. Note that in this reduction, the fol-
lowing holds: the budget %k in both instances is the same and |C| = |U|.
Since HITTING SET parameterized by k is W][2]-hard [15] and HITTING
SET parameterized by || does not admit a polynomial kernel, unless NP C
coNP /poly [12.[15], the following holds.

Corollary 2.5 (]19,27,138]). COLORED (s,t)-CUT parameterized by k is
W (2]-hard and COLORED (s,t)-CUT parameterized by |C| does not admit a
polynomial kernel, unless NP C coNP /poly.
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3 Structural Graph Parameters

In this section we analyze several structural graph parameters for COL-
ORED (s,t)-CuT and show that the problem is in XP for any of these
parameters but there is no FPT-algorithm for COLORED (s,t)-CUT when
parameterized by the sum of all of these structural parameters, unless FPT
= W[2].

As discussed above, COLORED (s,t)-CUT parameterization by vertex
deletion parameters is unlikely to lead to tractability results. We thus con-
sider edge deletion parameters.

Definition 3.1. Let G = (V, E) be a graph and ¢ > 0 be an integer. Fur-
thermore, let & := min{|E’| | £’ C E,G — E’ has a maximum degree of i}
be the edge deletion distance to a maximum degree of 1.

Since COLORED (s,t)-CuUT parameterized by A is in XP [10], the pa-
rameter & thus measures the distance to a trivial case. Since A < & + 1,
COLORED (s,t)-CUT parameterized by &; is in XP when ¢ is constant. Note
that the larger 7, the smaller the parameter value &; will be in most instances.
We now show that even for small 7, namely for ¢ = 3, an FPT algorithm for ¢;
is unlikely.

Proposition 3.2 ([10]). COLORED (s,t)-CUT is in XP parameterized by
any of the following parameters:

e the budget k,
e the mazimum degree A, and
e the edge deletion distance to a mazximum degree of three &s.

Proof. The XP-algorithms are already known for & and A [10]. Note that
we can assume that A > k since otherwise, the budget is large enough to
select all colors of incident edges of s. These are at most A, and therefore the
instance is a trivial yes-instance. It remains to show that COLORED (s,1)-
Curt is in XP parameterized by &3. To this end, we show that & > A—3. A
graph G with a maximum degree of A contains at least one vertex v € V(G)
with deg(v) = A, we have to delete at least A — 3 edges incident with v to
obtain a graph with maximum degree at most three. Hence, {3 > A —3. O
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Figure 1: The COLORED (s,t)-CuT instance constructed for the W[2]-
hardness reduction of Theorem B.3] for the HITTING SET instance I =
(U, F), k) with k = 3, U = {red, , blue, black, gray, magenta, 1,
and F = {{blue, black}, {red, ,magenta},{red,black, gray, magenta},
{magenta, 1

3.1 Hardness for Degree-Based Parameterizations

Since COLORED (s,1)-CUT parameterized by k, A, and &3 is in XP, we next

show the fixed-parameter-intractability for the largest of these parameters &3
(assuming FPT # W]2])

Theorem 3.3. COLORED (s,t)-CUT parameterized by & is W|2]|-hard even
on planar graphs.

See Figure (1| for the instance I of COLORED (s,t)-CuUT constructed for
an example instance of HITTING SET.

Proof. We give a parametrized reduction from HITTING SET parameterized
by the size of the solution, which is known to be W[2]-complete [15]. Given
a HITTING SET instance I' = (G = (U, F), k), we describe how to construct
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an equivalent COLORED (s,t)-CuUT instance I := (G = (V, E),s,t,C,{, k)
in polynomial time and show that &5 is bounded in k. An example of the
construction can be seen in Figure [I]

Again, we assume without loss of generality that |F'| > 2 for all F' € F
since an empty hyperedge F' € F leads to a no-instance and there is exactly
one way to cover a hyperedge F' € F of size one. Moreover, if k > |U|, I’ is
obviously a yes-instance and if k¥ < 2, I’ can be solved in polynomial time.
Hence, we can assume that 2 < k < |U|. Furthermore, assume that U =
{1,...,|U]} and that there is an ordering on F and an ordering on every
hyperedge F' € F.

We set C' = U and define G* = (V*, E?) for all 4,1 < i < k + 1, in the
following way. The graph G° contains two vertex disjoint balanced binary
trees T and T} with roots s',t' and leaves s’,t; for all j,1 < j < |F|.
We set ((e) := i for all e € E(T{) U E(T}). Furthermore, we connect s/
and t; With a path P; 1= (85,001 - - - 7”2;‘,\17,-]—1)7753) apd set £({s},v(;1)}) =
F}(l)vg({vzj,wﬂ—l)at;}) = Fj(|Fjl), and g({vzj,x—l)}7vzj,x)) = Fj(x) for all z,
with 1 <z < |F}|, where F;(y) denotes the yth element of F;. Note that the
vertices véjyl), . ,véjy‘FjFl) occur only in P; |

Finally, we define G = (V, E) with V := {s,t} U, ;. V" and E :=
Uicicrr (BPU{{s,s'}, {t, t}}) and set (({s,s'}) := €({t,1'}) := i. That is,
we connected s and t with s* and t', respectively, with edges colored in 7 for
all 1,1 <i <k + 1. Note that G is planar.

Recall that beside s and ¢ all vertices have degree at most three. Let ' :=
{{s,s'},{t,t'} | 1 < i < k—2} then G — F’ is cubic. Thus, & < |F'| =
2(k —2).

For the correctness of this parameterized reduction it remains to show
that I is a yes-instance if and only if I’ is a yes-instance. To this end, we
show that (G, k) has a hitting set of size at most k if and only if (G, s,t,C, ¢, k)
has a colored (s,t)-cut of size at most k.

(=) Let S be a hitting set of G with size at most k. By definition, SNF}; #
() for all F; € F. Hence, removing all edges ¢71(5) from G removes at least
one edge in the path P} from s} to ¢ for alliand j,1 <@ < k+1,1 < j < |F|.
Note that for every path P from s to ¢ in G there is at least one, j, 1 < j < |F]|
such that P contains s} and t} for some i, 1 <i < k+ 1. So by removing
at least one edge from every path P}, we separate s from ¢. It follows from
definition, that S is a colored (s, t)-cut of size at most k for I.

(<) Let S be a colored (s, t)-cut for I of size at most k, let Eg := (71(S),
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and let G' := G — Fg. By construction, s and ¢ have a path only colored
in 7 to s% and ¢}, respectively, for all 4 and j,1 < j < |F[,1 <i < k+ 1.
Since S has size at most k there is at least one 7,1 < i < k + 1, such that s
and ¢ are in the same connected component as sj and t7, respectively, in G’
for all j,1 < j < |F|. The fact that S is a colored (s, t)-cut in G now implies
that there is at least one edge e; € Eg such that e; € E(P}) for each P
with j,1 < j < |F|. Thus, SNL(E(P))) # 0 for all 1 < j < |F|. By the
fact that ((E(P})) = Fj it follows that SN F; # () for all 1 < j < |F|.
Consequently, S is a hitting set for G of size at most k. m

The next corollary follows directly from Theorem [3.3|and the fact that £3+
3>A>k.

Corollary 3.4. COLORED (s,t)-CUT parameterized by k + A + & is W[2]-
hard even on planar graphs.

3.2 FPT-Algorithms for Bounded Number of (s, t)-Paths

We now show that this result is tight by showing an FPT algorithm for &,
which is obtained via an FPT algorithm for p, the number of (s,?)-paths
in G.

The following Proposition is known [27], but we are not aware of a pub-
lished proof. Hence, we give a proof for the sake of completeness.

Proposition 3.5. COLORED (s,t)-CuT is FPT parameterized by p and does
not admit a polynomial kernel unless NP C coNP /poly.

Proof. First, we give an FPT-algorithm for COLORED (s,t)-CUT parame-
terized by p. To this end, we give a parameterized reduction from COL-
ORED (s,t)-CUT parameterized by p to HITTING SET parameterized by
the size of F which is known to be FPT [21]. Given an instance I =
(G,s,t,C, 0 k), we compute the set P of (s,t)-paths in G in O(pn + m)
time [4]. Hence, we can compute C(I) = {¢(E(P)) | P € P} in in the same
time. Then, it is obvious, that there is a colored (s, t)-cut of size at most k
in G if and only if I’ = (G := (C,C(I)), k) has a hitting set of size at most k.
Since HITTING SET can be solved in time O(2¥!|F||U|) [21], we can solve
the instance I’ in time O(2Pp|C|). By the fact that I and I’ are equivalent,
we can solve COLORED (s, t)-CUT in time O(27p|C| + pn + m).

Note that the graph constructed by the standard reduction from HiT-
TING SET has exactly |F| many (s,t)-paths. Hence, the standard reduction
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leads to a polynomial parameter transformation from HITTING SET param-
eterized by |F| to COLORED (s,t)-CUT parameterized by p. Unless NP C
coNP /poly, HITTING SET parameterized by |F| does not admit a polynomial
kernel [14] and therefore, neither does COLORED (s,t)-CUT parameterized
by the number of (s,t)-paths p. H

Next, we show that p can be upper bounded by a computable function
only depending on the feedback edge set number fes which implies an FPT-
algorithm for COLORED (s, ?)-CUT parameterized by fes.

For a graph G = (V| E), we call F' C E a feedback edge set if G — F'is a
forest. We define with fes := min{|F| | F' is a feedback edge set} the feedback
edge set number.

We assume that the following result might be known already but we were
not able to find a proof for this particular statement. Hence, for the sake of
completeness, we give a proof.

Lemma 3.6. Let G = (V, E) be a graph with feedback edge set number f, then
for any s,t € V there are at most O(2 ! fes™ ™) many vertex simple (s, t)-
paths in G.

Proof. Let F' C E be a feedback edge set of G of size fes. Hence, T := G — F
is a forest. Since we only ask for vertex simple paths, every edge also occurs
at most once in every (u,v)-path for every u,v € V. We show that there are
at most 27 fes’ many (u,v)-paths P in G with |E(P)NF| = j for every 7,0 <
j < fes. That is,we bound the number of (u,v)-paths that contain exactly j
edges of F'. We show this statement by induction over j.

Since T is a forest, there is at most one (u, v)-path P in T for every u,v €
V. Hence, there is at most one (u,v)-path P in G with E(P)NF = () and
therefore the statement holds for j = 0.

Thus, assume that the statement holds for 0 < j—1 < fes. We show that
the statement also holds for j. Let P = (vq,...,v,) be an arbitrary (u,v)-
path in G with |E(P)NF| = j and let e = {v;, v;11} € F such that {v,, vy41} &
F for all 1 < g < i, that is, e is the first feedback edge of P. By the induc-
tion hypothesis there is at most one (u, v;)-path in G and at most 27! fes’ 1
many (vi+1,v)-paths Pj_y in G with |E(P;_1) N F| = j — 1. Since there
are at most fes possible feedback edges and every such edge has two ori-
entations, there are at most 2fes possibilities for e. Hence, there are at
most 277! fes’ ! 2 fes = 27 fes’ different (u,v)-paths P in G with |E(P)NF| =
j.
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Thus, there are at most de:so 2 fes’ € O(205+1 fes™™ ™) many (u, v)-paths
in G and therefore at most O(2f+! fes™ ™) many (s,¢)-paths in G. O

The following can be obtained by applying Proposition

Proposition 3.7. COLORED (s,t)-CuT is FPT parameterized by the feed-

back edge set number fes and does not admit a polynomial kernel, unless
NP C coNP/poly.

Proof. By Lemma the number of (s,t)-paths p is bounded from above
by a computation function h only depending on the feedback edge set num-
ber fes. Obviously, fes can be computed in O(n 4+ m) time. Hence, we can
use the FPT-algorithm from Proposition to solve COLORED (s,t)-CuUT
in 02" (fes)|C| + h(fes)n + m) time.

Next, we show the kernel lower bound. Note that the graph constructed
by the standard reduction has a feedback edge set number of at most |F| — 1:
by removing all incident edges of s except one, we can turn the graph into a
tree. Hence, the standard reduction leads to a polynomial parameter trans-
formation from HITTING SET parameterized by |F| to COLORED (s,t)-CuT
parameterized by fes where fes = |F| — 1. Unless NP C coNP /poly, HIT-
TING SET parameterized by |F| does not admit a polynomial kernel [14] and
therefore, neither does COLORED (s,t)-CUT parameterized by the feedback
edge set number fes. O

Corollary 3.8. COLORED (s,t)-CUT is FPT parameterized by & and does
not admit a polynomial kernel, unless NP C coNP /poly.

Proof. Let I = (G = (V,E),s,t,C,{, k) be an instance of COLORED (s, 1)-
CuT. Since we that G is connected, we get that m > n — 1 and that the
feedback edge set number is fes = m — n + 1. We show that & > fes —1.
Note that for a graph G’ = (V/, E’) with a maximum degree of at most two,
it holds that |E'| < |V'|. Hence, m — & < n and therefore & > m —n =
fes —1. Therefore, we can use the FPT-algorithm from above to solve I in
time O(2M&eFTVR(E +1)|C] + h(& + Dn + m).

Next, we show the kernel lower bound. Note that for the standard re-
duction it holds that & = 2(]F| — 2), since by removing all edges incident
with s or t except two each, we can turn G into graph with maximum degree
two. Hence, the standard reduction leads to an polynomial parameter trans-
formation from HITTING SET parameterized by |F| to COLORED (s,t)-CUT
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parameterized by & where & = 2 x (|F| — 2). Unless NP C coNP/poly,
HITTING SET parameterized by |F| does not admit a polynomial kernel |14]
and therefore, neither does COLORED (s,t)-CUT parameterized by &. [
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4 Competitive Colored Cut Games

In this section we introduce the colored cut games which can be seen as
competitive defender-attacker games between two agents, a defender and
an attacker. First, we show that for an increasing but constant number of
alternations between the agents the colored cut games are complete for com-
plexity classes of increasing levels of the polynomial hierarchy. Afterwards,
we show that if the number of alternations is unbounded, the problems are
PSPACE-complete.

4.1 Polynomial-time Hierarchy Versions

The following problems can be seen as a competitive game between a defender
and an attacker with the following rules. The defender starts the game. In
the jth turn of an agent, he has to choose a set D; C C' or A; C C of given
size d; and a;, respectively which is disjoint to all previous choses sets. The
integers d; and a;, respectively are called the budget of the agent of turn j.
Every agent has exactly ¢ turns and the attacker wins the game if the union
of sets he chose is a colored (s,t)-cut in G. Consequently, the defender wins
if the attacker loses the game.

(DA)" COLORED (s,t)-CuT ROBUSTNESS ((DA)-R)

Input: A colored graph (G = (V,E),s,t,C,{) and two integer
vectors d := (dy, ..., d;),a = (a,...,a;) € N such that 30 _ (dj+
ay) < |C],

Question: 4D, € ( ) VA, € (C\Dl) dD,y € (C\(D1UA1)) .- VYA, €
(C\((Uzzll(i’“UA’“)UD )) - such that (J;_, Ay is not a colored (s, t)-cut
in G7

(DA)? COLORED (s,t)-CUT VULNERABILITY ((DA)™-V)

Input: A colored graph (G = (V,E),s,t,C,¢) and two integer
vectors d == (dy, ..., d;),a = (ay,...,a;) € Nisuch that S0 (dj+
ar) < |C].

Question: VD, € ({).34; € (“)71).vD,y € (M) ... 34, €
(C\((Uz;ll(i’“UA’“)UD )) - such that (J._, Ay is a colored (s,t)-cut
in G?

n (DA)-V we ask if the attacker has a winning strategy, that is, if
he is able to react on the turns of defender and complete a colored (s, t)-cut
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in G. Analogously, we ask in (DA)’-R if the defender has a winning strategy.
Since one of the agents has a winning strategy, (DA)*-R and (DA)™-V are
complement, problems for all i > 1, that is, I is a yes-instance of (DA)-R if
and only if I is a no-instance of (DA)™-V.

Lemma 4.1. For all i > 1 it holds that (DA)™-V is I1%,-hard and (DA)-R
is Y25 -hard.

Proof. We show this statement by a polynomial-time reduction from QSAT;-
3-CNF'. To this end, recall the definition.

QSAT,;-3-CNF
Input: A set @ of clauses in 3-CNF over the variables Z and a
partition (Xy,Y7,...,X;, Y;) of Z.

Question: Is it true that VX; € X;.3Y; C Vi.--- VX, C X;.3Y; C
YVi:mz(X3UY1U---UX;UY;) E @7

Note that the QSAT,;-3-CNF can also be seen as a competitive game
between two players, where Player 1 and Player 2 have to choose an assign-
ment for X; and Y}, respectively in their jth turn. We ask if Player 2 has a
winning strategy, that is, the combined assignment satisfies ®.

Given an instance I’ = (Z,®, X1,Y7,..., X, Y;) of QSAT,-3-CNF, we
construct an instance I = (G = (V, E),s,t,C,{,(dy,...,d;),(a1,...,a;)) of
(DA)’-V such that I’ is a yes-instance if and only if I is a yes-instance.
Let X; ={a] | 1<k <|X,|},Y;={yl | 1 <E<|Yj|}forall1<j<iand
let £:= L(Var).

We set C == LUC,UC, with Cy := {a}i,ﬁ]‘-i |2 < j <i},and C, :=
{af,Bf | 1 < j < i}. The idea is that every agent should choose an as-
signemnt for a set of variables in each turn. The colors of C; and C, are
auxiliary colors so that we can blow up the budgets of the defender and the
attacker, respectively in each turn to a value of at least two. With that,
both agents have the possibility to win the game if the other agent has not
chosen an assignment in the previous turn. Therefore, we force the defender
and the attacker to choose an assignment of the variables of X; and X,;UY},
respectively in their jth turns or otherwise they will lose the game. Observe
that the only assignment on the variables of X; that is disjoint to D, is
the complement assignment. Hence, the attacker is forced to pick A; such
that ;N X, = X, \ D;.
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Figure 2: (a) shows the gadget for the defender for the variables of X;
with |X;| = 4. (b) shows Gp = (Vp, Ep) where | X;| = 2, | X3 = 3,
and |X3| =1.

The graph we construct, consists of three parts: the variable gadgets
for the defender, the variable gadgets for the attacker and a gadget for the
evaluation of the clauses. To this end, we define G := (V,E) with V' :=
VauV,UVe and EF := E;U E, U Ey where Vy, By and V,, E, represent
the variable gadget for the defender and attacker, respectively and Vg, Eg
represent the gadget for the evaluation of the clauses. First, we introduce
the variable gadgets for the defender which can be seen in Figure

Vaor={h |2 <j <y U0l TL UL 11 < k< |XG))
j=1
Eq=J{{rl0 Tih Aron L ATl AL} 11 < R < 1XG]

j=1
U{tr L W Ry 122 <

and set the colors:
0{r_, T3 = ({Thri}) = ai,

f({Ti_lj 13 = e({ L)) = W’Bi
E({rlj);jl_l‘, h'}) == af and L({h,r}) == B].
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Figure 3: The variable gadget of the defender connected with the variable
gadget of the attacker where |Y;| = 1,|Ys| = 1, and |Y3| = 2. Solid edges
belong to E; and dotted edges belong to E,.

In the following, let s := s := 1} and s/ := T‘X (forall 1 < j <, that

is, the vertex that will be connected to the gadget for the attacker for the
variables of X; UYj;. The idea is that the defender has to choose in his jth
turn the aux1hary Colors {af, B¢ ] j > 1} together with an assignment of the
variables of X, or othervvlse the attacker can complete a colored (s,t)-cut
by taking at most two colors in his next turn.

Next, we define the variable gadgets for the attacker. Figure [3|shows how
the attacker and the defender gadget are connected:
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Va::{t}U{vﬂer}U{w{,w% |1 <5 <i}
E, = {{s’ wi} {s wi} {5’ v} |z € X; UY}}
j=1

U {w, t} |we Vo \{t}}

and set the colors:
({7, wi}) s=t({wi, t}) == af,

(({s”, wi}) =t{w}, t}) := 65,
(({s?,v,}) :==x and £({v,,t}) == —z,2 € X; UY;

The idea is that the attacker has to choose in his jth turn the auxiliary
colors af and (37 together with an assignment of the variables of X; UY,
or otherwise the defender can complete a colored (s,t)-connector by taking
two colors in his next turn. Since a player can only choose colors that were
not chosen before, the assignment for the variables of X; of the attacker is
the complement assignment to the assignment on the variables of X, of the
defender.

Finally, we define the gadget for evaluating the clauses. To this end, we
assume an ordering on every clause ¢, € ® and denote with ¢;(y) the yth
element of ¢;. The final graph can be seen in Figure

Vo= {05 | 1< <o}

By = {{s", b}, {01 ba}, {bo, t} | 1 < j < | @[}

(({s",01}) == ¢;(1),

(({b1, 03}) = 9;(2),

(({b2, 1}) = ¢;(3)
That is, for every ¢ € @, we added a new (s,t)-path P with ((E(P)) = ¢.
We set dy := | Xq], a1 := | Xq|+|Y1|+2,d; = | X;|+2, and a; = | X;|+|Y;[+2
for all 1 < 7 < 4. This completes the construction of I.

In the following, we let Gg := G[Vp U {s',t}] denote the subgraph in-

duced by the edges of Eg. Note that for every (s%,t)-path P in Gg there
is a clause ¢ € ® such that /(E(P)) = ¢. Before we show the equivalence
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¢/
e, e,
o,

Figure 4: The final graph of the construction with |®| = 4. Solid edges
belong to E,, dotted edges belong to FE,, and dashed edges belong to Es.
Note that the gadget for the clauses are connected with s* and ¢.

between [ and I’; we take some observations on colored (s,t)-cuts and col-
ored (s,t)-connectors in 1.

Claim 4.2. Let C C L be an assignment of Z, then C is a colored (st t)-cut
in Go if and only if C = ®.

Proof.  Observe that the set of (s°,¢)-paths in Gg is {P, := (s*,b{,b3,1) |
1 < q < |®}. Let C C L be an assignment for Z. By definition, C is a
colored (s',t)-cut in G if and only if C NA(E(P,)) # 0 for all 1 < ¢ <
|®|. Since ((E(F,)) = ¢, for all 1 < ¢ < |®| this is the case if and only
if C NUE(PR,)) = CnN¢, # 0 which is by definition the case if and only
if C = ®. |

Next, we define when a turn of an agent is ‘nice’. Afterwards, we will
show that the agent who first choses a set of colors that is not nice, will lose
the game.

Definition 4.3. We call a set of colors Dy C C nice if Dy is an assignment
for X;. Furthermore, we call D, C C,2 < k < i, nice if D, N L is an
assignment for X; and Dy, \ £ = {a¢, 3¢}. Analogously, we call the set of
colors A, C C,1 < k < i, nice if Ay N L is an assignment for X, U Y}
and A \ £ = {af, ¢}
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Note that the defined budgets allow every agent to pick a nice set of colors
in each turn. Based on the defined budgets, if for some variable z € X; it
holds that {z, -z} C Dj, then {of, 37} € D; or there is a variable 2’ € X;
such that {2/, =2’} N D; = 0. Hence, if D; is not nice and {oz?, 5;1} C D;, then
there is 2/ € X such that {2, =2’} N D; = 0. Clearly, the same also holds
for the sets of colors the attacker chooses. With the following claims, we will
show that the first agent who chooses a set of colors that is not nice, will lose
the game. We use this to argue in the proof of the equivalence between [
and I’ that agents only choose nice sets of colors.

We start by showing that if the defender choses nice sets of colors in his
first k,1 < k <, turns then he has completed a colored (s, s*)-connector.

Claim 4.4. Let 1 < k < i and [Dk = Ule D; such that D; is nice for
all 1 < j <k, then there is an (s, s*)-path P in G with ((E(P)) C Dj.

Proof. We show that there is an (s~!, s7)-path P7 in G with ((E(P?)) C D;
if D; is nice for any 1 < j <k.

Assume that D;,1 < j < is nice. By construction, there are (rg_l,rg)—
paths Pr = (rf];l, Tg,rg) and P, = (Tgfl, 17, r7) in G with ((E(Pr)) = {«]}
and ((E(P1)) = {—a3}, respectively for all ¢,1 < ¢ < |X;|. Since D; N
L is an assignment for Xj, it follows that either zJ € Dj, or -z} € D;.

Therefore, there is an (r)_;,r9)-path P} in G with ((E(PJ)) C D; C D;.
Hence, there is an (r},s/)-path P/ in G with ((E(P’)) C D;. If j = 1,
then P! is an (s°,s')-path. If j > 1, then P" := (s~', hJ r}) is a path
in G with ((E(P")) = {af, 3¢} C D;. In combination, there is an (s/~*, s7)-
path P’ in G with ¢(E(P’)) C D; if D; is nice and therefore, there is an (s, s*)-
path P in G with ¢(E(P)) C Dy if D; is nice for all 1 < j < k. |

Next, we show that if the defender choses nice sets of colors in his
first k,1 < k < i turns then he is able to complete a colored (s, t)-connector
in in his next turn. Hence, he can win if the attacker does not chose colors

to intersect all of these colored (s, t)-connector in his next turn.

Claim 4.5. Let 1 < k < i and Dy, := U§:1 D; such that Dj is nice for
all 1 < 5 <k, then the following sets are colored (s,t)-connectors in G:

1. Dyu{a?},
2. DpU{B¢}, and

3. DyU {z,—x} for any v € X} UYy.
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Proof. By Claim [4.4] there is an (s, s*)-path P in G with ((E(P)) C D

1. D, U {a¢}. By definition, then the path P’ = (r"}kl,w’f,t) is in G
and ((E(P) = {a%}. Hence, ((E(P")) = ((E(P))U{a$} C D, U {ag}
with P” := P — P’.

2. D;, U {B¢}. This case is analogous.

3. Dy U {z,—z} for any z € X, UY}. Let x € Xj, UY}, the path P/ =
(rf,ps Var t) I8 in G and L(E(P")) = {=, —|m}.~Hence, for P .= P — P’ it
holds that ¢(E(P")) = ((E(P)) U{x,~ax} C Dy U {z, —~z}. |

Hence, if the defender has chosen nice sets of colors in his first & turns and
the attacker chose a set of colors in turn k that is not nice, then the defender
can win the game in turn k& + 1. The wining strategy for this will be shown
in the proof of the equivalence between I and I’.Therefore, the attacker has
no winning strategy if he is the first agent who choses a set of color which is
not nice.

Next, we show analogous claims for the attacker. That is, we show in
Claim and that the attacker can win the game in turn k + 1 if he
chose nice sets of colors in his first k& turns and the defender did not chose a
nice set of colors in turn k + 1.

Claim 4.6. Let 1 < k < i and A, = Uf;ll A; such that A; is nice for
all 1 < j < k—1, then for every (s,t)-path P in G with ((E(P))N A, = 0 it
holds that s* € V(P).

In other words, every (s, t)-path that is not destroyed after removing the
edges colored in £71(A},) has to contain the vertex s*.

Proof. We show this statement by an induction over k.

By construction, s' € V(P) for every (s,t)-path P in G. Hence, the
Claim holds for £k = 1.

Assume that the statement is true for some £/ =k — 1,0 < k < i. We
show that the statement is true for k. Assume towards a contradiction that
there is an (s,t)-path P in G with /(E(P))N A, =0 and s* & V(P). By the
induction hypothesis, we know that s* € V(P). Note that by construction
for every (s t)-path P* with h* € V(P*) it holds that s* € V(P*). Assume
towards a contradiction that h* ¢ V(P) and therefore, V(P) N ({v, | z €
Xy UYih U {wl, wh'}) # 0.

Case 1: {wV w§'} N V(P) # 0. Then, {{wl t}, {w§ t}} N E(P) #
) and therefore ((E(P)) N {af, 5L} # 0. Since Ap is nice, it follows
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that {af,, 8%} C Ap and therefore ((E(P)) N Ap # 0 which is a contra-
diction.

Case 2: {v, | x € Xpy UYp } NV (P) # (. Then, there is some = € X}, U
Yy such that {{s", v,}, {v.,t}} C E(P) and therefore {z, -z} C {(E(P)).
Since Ay is nice, it follows that A N{xz, ~x} # () and hence ((E(P))NAy # 0
which is a contradiction. [

Next, we show that if the attacker choses nice colors in his first k& turns
then he is able to complete a colored (s,t)-cut in his next turn. Hence,
he can win if the defender does not chose colors to intersect all of these
colored (s,t)-cuts in his next turn.

Claim 4.7. Let 1 < k < i and A, = Uf;ll A; such that A; is nice for
all 1 < j < k, then the following sets are colored (s,t)-cuts in G:

o A U{ad} ifk>1,
o A U{BI}ifk>1, and
o AU {z,—x} for any x € Xj.

Proof. Let 1 < k < i and assume that A; is nice for all 1 < j < k. By
Claim .6, s*~1, s* € V(P) for every (s, t)-path P in G with ¢(E(P))NA; = 0.
Therefore, we show that for every (s*71, s*)-path P* in G with t ¢ V(PF)
it holds that ((E(P*)) N {z,~x} # 0 for all x € X}, and if £ > 1 it holds
that {af, 8¢} C ¢(E(P*)). We can assume that t ¢ V(P*) since otherwise
there is an (s,t)-path P in G with £(E(P)) N A, = 0 and s* ¢ V(P) which
is impossible due to Claim

By construction, every (s s*)-path P* in G with ¢t & V(P*) contains
all vertices r4,. .., rfy,, and k" if k > 1. Thus, {(E(P*)) N {x, -z} # 0 for
all z € Xy, and if k > 1, we get that {af, 3¢} C ((E(P¥)). |

Hence, if the attacker has chosen nice sets of colors in his first £ — 1 turns
and the defender choses a set of colors in turn & which is not nice, then
the attacker can win the game in turn k. The exact strategy for that will
be described in the proof of the equivalence between I and I’. Hence, the
defender has no winning strategy if he is the first agent who choses a set of
colors which is not nice. In combination with the conclusion of Claim the
first agent who does not choose a nice set of colors, loses the game. Hence, we
will assume that all chosen sets of colors are nice If all colors of each agent
are nice in every turn, then we can show that the attacker has completed
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a colored (s,t)-cut if and only if the set of literals he chose is a satisfying
assignment for ®.

Claim 4.8. Let D;, A; be nice for all 1 < j <1 and A= U;:1 A;j, then A
is a colored (s, t)-cut in G if and only if AN L is a colored (s',t)-cut in Go.

Proof. By Claim[4.6] s € V(P) for every (s,t)-path P in G with {(E(P))N
A = (). Since A; is nice, by construction, all (s’,)-paths P’ = (s*,w,1)
with w € V, N N(s') are cut. Thus, b € V(P) for some 1 < g < |®|. By
Claimthere is an (s, s')-path P, in G with ¢(F(P;)) € D;. Hence, s and s’
cannot be separated by the attacker anymore. Therefore, A is a colored (s,t)-
cut in G if and only if A4 is a colored (s',t)-cut in Gg. Recall that ¢(Fg) C L.
Hence, A is a colored (s, )-cut in G if and only if ANL is a colored (s?, t)-cut
in Gq;. |
Next, we show that the QSAT,;-3-CNF instance is a yes-instance if and
only if the constructed (DA)’-V instance is a yes-instance.
(=) Assume that V.X; C Xj. 3y, CY,.---VX; C X,.3Y, C Y, TZ(Xlqu
--UX,;UY;) = ®is true. Then, there are functions fy : (U] 1 X;) = P(Yy)
for all 1 < k <4 such that VX, C Xp.---VX; C Xi.Tz(Xl U fl(Xl) - U
X;U fi(Uj—; X&) £ @ is true [3]. The functions f1,... fi are called Skolem
functions and can be seen as the winning strategy of Player 2 in the QSAT;-
3-CNF instance. We will use these functions to describe a winning strategy
for the attacker in the (DA)’-V instance iteratively. Let D; be the set of
colors the defender chooses in his first turn. Assume that D; is not nice,
then {z,—x} N D; = 0 for some z € X;. By Claim the sets {z, -z},
with € X are all colored (s,t)-cuts in G. Since a; > 2 the attacker has a
winning strategy. So, we assume that D; is nice. Then, D; is an assignment
for X;. Let Dy := X1\ Dy, that is, the complement assignment of D;NX;. We
set Ay := {a?, 8%} UTx,uy, (D1 U f1(D;)) which is nice and disjoint from D;.
Let 1 < j < such that D, and A, are nice for all 1 <7 < j. Let D, be
the set of colors the defender chooses in his jth turn. Assume that D; is not
nice, then oz? g Dj,ﬁjc-l ¢ D;, or {z,—xz} N D; = O for some z € X;. With
Claimwe know that A;_; U {ad}, A;_ U {89}, and A U{z, —a),x € X
are all colored (s,t)-cuts in G. Since a; > 2, the attacker has a winning
strategy. So, we assume that D, is nice. Then, D; N L is an assignment
for X;. Let D, =X, \ D,, that is, the complement assignment of D, N L for
all 1 <r <j. Weset A; := {a%, 9} U rx,uy,(D; U fj( ’_, D,)). Observe
that A; is also nice and therefore D, and A, are nice for all 1 <r < j+ 1.
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So, we can assume that D; is nice and A; is defined as described for
all 1 < j < i. We show that A; := Uj—, A; is a colored (s,t)-cut in G.
By Claim , A; is a colored (s, t)-cut in G if A; N L is a colored (s, t)-cut
in Gg. By Claim this is the case if A; VL is a satisfying assignment for ®.
Since we assumed that VX, C X,.---VX; C XZ'.Tz(Xl U fl(f(l) U---UX; U
fi(Ui_, X&) E @ is true, it follows that 4; N L = 72(D, U (D) U --- U
D;U fi(U._, Di)) £ ®. Therefore, A; is a colored (s, t)-cut in G. Hence, the
attacker has a winning strategy.

(<) We show this direction by contra position. Assume that VX, C
X3y, C Y- VX C X 3Y C Yy (XU U---U X UY) = @ s false.
Therefore, 3X; € X;.VY; C Yi.---3X; C X;.VY; C Yy (X, UY, U --- U
X, UY;) £ @ is true. Then, there are functions g : IP(Uf;llffj) — P(Xy)
for all 1 < k < ¢ such that VY; C Vi.---VY; C YVirg(gi () UY, U--- U
gl(U;;llffj) UY;) £ @ is true [3]. Note that g, : {#} — P(X;), that is, the
empty set is the only possible argument for g;. The functions ¢, ...g; can
be seen as the winning strategy of Player 1 in the QSAT,;-3-CNF instance.
We will use these functions to describe a winning strategy for the defender
in the (DA)"-V instance iteratively and therefore show that the attacker has
no winning strategy.

Let Ay := ¢1(0) and set D; := 7x,(A;). Note that D, is nice. Let A,
be the set of colors the attacker chooses in his first turn. Assume that A; is
not nice, then af € Ay, B¢ & Ay, or {z,—x} N A; = () for some z € X; UY].
By Claim [4.5, Dy U {5}, Dy U {B{}, and Dy U {z,—z},z € X; UY] are all
colored (s,t)-connectors in G. If ¢ = 1, then the attacker cannot choose
a colored (s,t)-cut anymore and otherwise do > 2 by definition. In both
cases the defender has a winning strategy. So, we assume that A; is nice.
Therefore, A; N L is an assignment for X; UY;. Since Dy is also nice, D; N L
is an assignment for X; and D; N A; = (. Hence, A;NX; = X;\ A; = ¢:(0),
that is, the attacker is forced to chose ¢1(()) as his assignment for X;.

Let 1 < j < such that D, and A, are nice for all 1 < r < j. Let Y, =
A, NY, for all 1 <r < j, that is, the corresponding assignment of Y, chosen
by A,. Let 4; := g;(/21 ;) and set D; := {ad, B9} U7y, (X;\ 4;). Observe
that D, is nice. Now, let A; be the set of colors the attacker chooses in his jth
turn. Assume that A; is not nice, then of & A;, 8¢ & A;, or {z, ~w}NA; = ()
for some z € X;UY;. By Claim, Dju{a;‘}, Dju{ﬁg}, and D;U{x, -z}, x €
X,;UY; are all colored (s,t)-connectors in G. If i = j, then the attacker cannot
complete a colored (s,t)-cut anymore and otherwise d;1; > 2 by definition.
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In both cases the defender has a winning strategy. So, we assume that A;
is nice. Therefore, A; N £ is an assignment for X; UY;. Since D, is also
nice, D; N L is an assignment for X; and D; N A; = (. Hence, A; ﬂ X; =
X; \A = ¢;(J/_1Y;), that is, the attacker is forced to pick gJ(U T) as
hlS assignment for X;.

Thus, assume that Dj is defined as described above and that A; is nice
for all 1 < j < i. We show that A; := U;:l A, is not a colored (s,t)-cut
in GG. By Claim A; is a colored (s, t)-cut in G if and only if 4; N L is a
colored (s',t)-cut in Gg. By Claim this is the case if an only if A; N L
is a satisfying a531gnment for ®. Since we assumed that VY; C Y;.---VY; C
Y;mz(g1(B) UYL U Ugl(U; llYJ) UY;) = @ is true, it follows that A, N L =
72(g1 (D)UY, U- - ng(Ui:l1 Y,)UY;) £ ®. Therefore, A; is not a colored (s, t)-
cut in G. Hence, the defender has a winning strategy and therefore the
attacker cannot have a winning strategy.

So, I is a yes-instance if and only if I’ is a yes-instance. Therefore, (DA )‘-
V is [I5-hard. Since (DA)-R is the complement problem of (DA)™-V, it
follows that (DA)‘-R is ¥5.-hard. This completes the proof of Lemma

0

So far, we analyzed competitive games in which the defender starts. Next,
we introduce the analog problems in which the attacker starts the game.

A(DA)" COLORED (s,t)-CuT ROBUSTNESS (A(DA)-R)

Input: A colored graph (G = (V, E),s,t,C,¢) and two integer
vectors d == (ds,... diy1) € NP and @ == (ay,...,a;4,) € Nt
such that a, + 2070 (dy + ax) < |C.

Question: VA, € (£).3D, € (1) VA, € (VP)) L vA, €
(C\((kaagfoDkH))) - such that ;™) Ay is not a colored (s, t)-cut

in G7

A(DA)" COLORED (s,t)-CUT VULNERABILITY (A(DA)-V)
Input: A colored graph (G = (V, E),s,t,C,¢) and two integer
vectors d == (dy, ... diyy) € Nt and a = (ay,...,a;4,) € Nt
such that a, + 3% 12(dk +a) <|C|.

Question: 34, € ({) VD, € (1) 34, € (CUVPD) . 34, €
(C\((Uk_(llg‘f;“UDk+1))) : such that Uk:1 Ay is a colored (s,t)-cut
in G7
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Observe that A(DA)%V is equivalent to COLORED (s,t)-CUT and for
all i > 1 A(DA)"'-V is a special case of (DA)*-V where the budget of the
first turn of the defender is zero and (DA)*-V is a special case of A(DA)™-V
where the budget of the first turn of the attacker is zero. Hence, COL-
ORED (s,t)-CUT is a special case of all the problems (DA)-V and A(DA)'-
V. Note that (DA)*-R, (DA)*-V, A(DA)’-R, and A(DA)"-V are games that
end with the attacker as the last agent. This is the case since after the at-
tacker performed his last turn, he can only win if and only if he has already
chosen a colored (s,t)-cut in G. Hence, a turn of the defender afterwards is
unnecessary.

Corollary 4.9. For all i > 0, it holds that A(DA)-V is X5, ,-hard and
A(DA)'-R is IT5, , -hard.

Proof. We show this statement by a polynomial-time reduction from the
35,.1-complete problem QSATy;,1-3-CNF [36]. To this end, recall the defi-
nition of QSAT,;1-3-CNF.

QSATg;,1-3-CNF

Input: A set ® of clauses in 3-CNF over the variables Z and a
partition ()/1, XQ, Ce 7Xi+17 3/1‘4_1) of Z.

Question: Is it true that 3571 - Yl.V)N(Q C Xqg.--- .Vf(iﬂ -
Xit1.3Yi1 €Y (VU X, U U X UYiy) 07

Note that QSAT,;1-3-CNF starts and ends with an existential quan-
tified set. Hence, it is a special case of QSATy(;41)-3-CNF where the first
universal quantified set is empty.

Given an instance I = (Z,®,Y3,..., X;11,Yi11) of QSATs1-3-CNF,
then I is equivalent to the instance I, = (Z,®, X; =0, Y7, ..., X;11, Y1) of
QSATy(;41)-3-CNF. Therefore, we use the reduction of Lemma to get an
equivalent instance I = (G = (V, E),s,t,C, 0, (dy,...,div1), (a1, .., 0¢i11))
of (DA)™1-V. Note that by construction of I} we get that d; = |X;| = 0.
Let I' = (G = (V,E),s,t,C,{,(ay,...,a;41),(ds,...,diy1)) be an A(DA)'-
V instance. Clearly, I} is equivalent to I’. Therefore, we constructed for

the I an equivalent instance I’ of A(DA)V in polynomial time. Hence,
A(DA)-V is X, ,-hard and A(DA)*-R is I}, ;-hard. O

Theorem 4.10. For all i > 0, it holds that A(DA)™-V is 3%, | -complete
and A(DA)-R is I}, , | -complete and for all i > 1 it holds that (DA)-V
is 115.-complete and (DA)-R is X5.-complete.
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Proof. By Lemma4.1and Corollary[4.9] (DA)™-V is II5-hard and A(DA)-V
is ¥, ,,-hard. Hence, it remains to show that (DA)-V € II}; and A(DA)-
V € X5, ,. We show this statement by induction over i.

By the fact that A(DA)°-V and COLORED (s,t)-CUT are equivalent, we
get that A(DA)°-V is NP = Y -complete and A(DA)°-R is II¥-complete
[10]. Hence, the statement holds for ¢ = 0.

Assume that the statement is true for some 0 < j — 1, we show that the
statement is also true for j. To this end, we show two inductive steps.

First, we show that the statment is true for (DA)J-R if it is true for
A(DAY V. Let I = (G, s,t,C, 4, (dv,...,d;),(a1,...,a;)) be an instance
of (DA)-R and let D, € (dcl) Clearly, the attacker is not able to separate
vertices anymore that are connected with an edge colored in D;. We can
compute the graph G’ where we remove all edges of /(D) and identify u, v
for all {u,v} € E ¢({u,v}) € D; in polynomial time. Note that this graph
might have parallel edges. Hence, we also subdivide every edge e into two
new edges €] and €}, and set ¢'(¢}) := ¢'(¢e}) := {(e). Next, we can use an
oracle to solve the instance I’ = (G',s,t,C \ Dy, ¥, (a1, ...,a;),(da, ..., d;))
of A(DA)/~1-R. Since A(DA)’~1-R is I1},_,-complete due to the induction
hypothesis, it follows that (DA)/-R is ¥j;-complete and (DA)/-V is IIy;-
complete.

Finally, we show that the statment is true for A(DA)’-V if it is true for
(DA)-R. Let I = (G, s,t,C, ¢, (ay,...,a541), (da,...,d;+1)) be an instance of
A(DA)-V and let A; € (acl) We can compute the graph G’ := G —(71(4,),
set C' := C\ Ay, and set ¢'(e) := {(e) for all e € E(G),l(e) € Ay in
polynomial time. Next, we can use an oracle to solve the instance I’ =
(G/, s, 1, 0/7 E, (dg, e »dj—i-l)v ((12, e ,ij+1)) of (DA)j—V Since (DA)]—V is ng—
complete due to the induction hypothesis, it follows that A(DA)/-V is X3, -
complete and A(DA)’-R is I , ,-complete. O

Recall the property of colored-cut-equivalent graphs. If H = (G, s,t,C, ()
and H' = (G',s',t',C, (') are colored-cut-equivalent, then C C Cis a col-
ored (s,t)-cut in G if and only if C'is a colored (s',t')-cut in G'. Therefore,
the following Claims follow directly.

Claim 4.11. Let i > 1, then the (DA)™-R instances I = (G, s, 1, C,0,d, 5)
and I' = (G',¢',t',C, V' d,a) are equivalent if (G, s,t,C, ) and (G', s, V', C, {')
are colored-cut-equivalent.
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Claim 4.12. Let i > 0, then the A(DA)-R instances I = (G, s, 1, C,l,a, Ei)
andI' = (G', ¢, t',C, V' a,d) are equivalent if (G, s,t,C, ) and (G', s, V', C, 1)
are colored-cut-equivalent.

Next, we will use these claims to show that (DA)-V is II},-hard and
A(DA)-V is X% |-hard even on bipartite planar graphs. To this end, we
first show the following.

Proposition 4.13. For every colored graph H = (G = (V, E), s, t,C, () there
is a colored-cut-equivalent graph H' = (G' = (V', E'), s, t',C, V') where G’ is
bipartite and can be computed in polynomial time.

Proof. Given a colored graph H = (G = (V, E), s,t,C, (), we define a colored
graph H' = (G' = (V', E'), s, t',C, ') where G’ is bipartite and show that H
and H' are colored-cut-equivalent.

We construct H' as follows: V' := VU {v. | e € E}, E' = {{u,v.} |
e € E,u € e}, s = st/ :=t, and ('({u,v.}) := {(e) for all {u,v.} € F,
that is, we subdivided every edge {u,w} € FE into two edges {u,v{,u}}
and {v{yw}, w} of the same color. By construction, G’ is bipartite, since all
vertices v € V' have only neighbors in V' \ V' and vice versa. This can be
done in polynomial time.

Next, we show that C(H) = C(#H'), which implies that H and H' are
colored-cut-equivalent. By construction, it follows that P = (uy,...,ug) is
an (s,t)-path in G if and only if P = (w1, Vgu us}s U2, - - -5 Vup yun}s Uk) 1S
an (s,t)-path in G’. Hence, ¢((E(P))) = ¢'(E(P’)) and therefore C(H) =
C(H). O

Corollary 4.14. For all i > 1, it holds that (DA)™-V is I15.-hard even on
bipartite planar graphs.

Proof. Let I = (G,s,t,C,(,(dy,...,d;),(ai,...,a;)) bean instance of (DA )-
V defined as described in the proof of Lemma We show that there is
a colored graph (G',s',t',C,¢') that is colored-cut-equivalent to (G, s, t,C, /)
where G’ is bipartite and planar and that can be computed in polynomial
time.

Note that the constructed graph in the proof of Lemma[4.1]is already pla-
nar. By Proposition [4.13]there is colored-cut-equivalent graph (G’, s',t', C, ¢')
that can be computed in polynomial time where G’ is bipartite. Note that G’
is still planar since it was constructed by only inserting a new vertex in the
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middle of each edge of G. Hence, G’ is bipartite planar and therefore I is
a yes-instance if and only if I' = (G', ¢/, ¢/,C, 0, (dy,...,d;),(a1,...,a;)) is a
yes-instance due to Claim [4.11] ]

The following corollary can be shown in the same way.

Corollary 4.15. For all i > 0, it holds that A(DA)'-V is X5, -hard even
on bipartite planar graphs.

4.2 PSPACE Version

In this subsection we show that if the number of alternations between the
attacker and the defender is unbounded, it is PSPACE-complete to determine
which agent has a winning strategy. Therefore, we start by defining these
generalized versions of (DA)-R and (DA)’-V.

COLORED (s,t)-CuT ROBUSTNESS GAME (CCRG)

Input: An integer i > 1, a colored graph (G = (V, E), s,t,C, (),
and two integer vectors d:= (dv,....,d;),a = (as,...,a;) € N’
such that Y, (dx + a) < |C].

Question: 4D, € ( ) VA, € (C\Dl) D, € (C\(DEUAl ) - VA, €
(C\((U;vfll(ZkUA’“)UD )) s such that (J;_, Ay is not a colored (s, t)-cut
in G?

COLORED (s,t)-CUT VULNERABILITY GAME (CCVG)

Input: An integer i > 1, a colored graph (G = (V, E), s, t,C, (),
and two integer vectors d = (di,...,d;),a := (ay,...,a;) € N’
such that 3¢, (dy, + ax) < |C).

Question: VD; € ( ) JA; € (C\Dl) VD, € (C\(D1UA1 ) dA; €

(C\((szll(i’“UAk)UD )) . such that (J,_, Ay is a colored (s,t)-cut
in G7

By definition, an instance [ of CCVG or CCRG is a tuple of an integer
and an instance I of (DA)-R or (DA)’-V, respectively and we ask, if I is
a yes-instance. Hence, (DA)"-R (respectlvely, (DA)™-V) is a special case of
CCRG (respectively, CCVG) for all i > 1. Note that we could also define
problems in which the attacker starts and afterwards every agent has ¢ turns
for an unbounded i > 1. But since (DA)’-R is a special case of A(DA)-R
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which is a special case of (DA)™1-R, a problem in which the attacker starts
would be equivalent to CCRG (respectively, CCVG).

In the following we will show that CCRG and CCVG are PSPACE-
complete. More precisely, we show that both CCRG and CCVG are al-
ready PSPACE-complete if every budget in every turn is exactly one. There-
fore, we introduce the following problem.

UNIT BUDGET COLORED (s,t)-CuT ROBUSTNESS GAME (UNIT-
CCRG)

Input: A colored graph (G = (V, E), s,t,C, () where |C| = 2i for
some 7 € IN.

Question: 3d; € CVa; € C\ {dy}.3dy € C\ {dy,a1}.--+ Va; €
C\ ({dj,a; |1 <j<i}U{d;}) :such that {d; | 1 <j<i}isa
colored (s,t)-connector in G7

This problem can also be seen as a Shannon Switching Game [18]. In this
case, UNIT-CCRG is a game between two agents where every agent selects
an unselected color in each turn. The game ends when there is no unse-
lected color remaining and the attacker wins if he selected a colored (s, t)-cut.
This is the case if and only if the defender has not selected a colored (s, t)-
connector, since at the end of the game every color is selected by either
the attacker or the defender. Furthermore, we ask if the defender has a
winning strategy. In contrast to the Shannon Switching Game where every
agent selects an edge every turn instead of a color, which is known to be
polynomial-time-solvable |7,9], we will show that UNIT-CCRG is PSPACE-
complete.

Lemma 4.16. UNIT BUDGET COLORED (s,t)-CuT ROBUSTNESS GAME
is PSPACE-hard.

Proof. We show this statement by a polynomial-time reduction from SHAN-
NON SWITCHING GAME ON THE VERTICES which is known to be PSPACE-
complete [18].

SHANNON SWITCHING GAME ON THE VERTICES (SSG-V)

Input: A graph G = (V, E) and two distinct vertices s,t € V
such that [V \ {s,t}| = 2i.

Question: 3d; € V\{s,t}.Va; € V \ {s,t,d1}.3de € V' \ {s,t,dy,a:}.
- Na; € V\ ({dj,a5 | 1 <j<i}U{s,t,d;}):such that s and ¢

are in the same connected component in G[{d; | 1 < j <i}]?
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Given an instance I = (G = (V, FE),s,t) of SSG-V, we describe how
to construct an instance I’ = (G' = (V/, E'),s',t',C, () of UNIT-CCRG in
polynomial time such that [ is a yes-instance of SSG-V if and only if I’ is a
yes-instance of UNIT-CCRG. We can assume without loss of generality that
there is no edge {s,t} connecting s and ¢ in F.

Let V := V \ {s,t}. Weset s’ :=s,t' := 1, V' := VU {vpuu | {u,w} €
E {u,w}n{s,t} =0}, E' :={ec E|en{s, t} # 0} U{{u, v{uu} | {u,w} €
E {u,w}N{s,t} = (0}, in other words, we subdivided every edge of E which
is not incident to s or £. Note that for every edge ¢’ € £’ there is exactly
one u € ¢ NV. Furthermore, we set C' := V and set £({u,w}) := u for
all {u,w} € F',u € V. That is, every vertex v € V is also a color and all
incident edges of v in G’ are colored in v.

Next, we show that [ is a yes-instance of SSG-V if and only if I’ is a
yes-instance of UNIT-CCRG. To this end, we show that a set D C C is a
colored (s, t)-connector in G if and only if s and ¢ are connected in G[{s,t}U
D].

(=) Let D C C =V be a colored (s, t)-connector in G'. Then there
is an (s,t)-path P' in G’ with {(E(P")) € D. By construction, P’ =

(8, U1, Uy ug}> U2, - - -, Vfup_ 1 ur}s Ur, t) fOr some 7 > 1 and u; € V = C for
all j,1 < j < r. Furthermore, {(E(P")) = {uy,...,u.}. Hence, P =
(s,u1,...,u:1) is an (s,t)-path in G and therefore s and t are in the same

connected component in G[{s,t} U D].

(<) Let D C V = C such that s and ¢ are in the same connected
component in G[{s,t}UD]. Hence, there is an (s, t)-path P = (s, uy, . .., Uy, t)
with » > 1 in G where {u,...,u,} € D. By construction, the path P’ =
(8, U1, Ufuyus}> U2y - - - s Vup_ 1 ur}» Up, ) 18 an (s, t)-path in G" with ((E(P')) =
{uy,...,u,} € D and therefore D is a colored (s,t)-connector in G’

Hence, a winning strategy for the defender in the UNIT-CCRG instance I’
is also a winning strategy for the defender in the SSG-V instance I and vice
versa. Therefore, [ is a yes-instance of SSG-V if and only if I’ is a yes-
instance of UNIT-CCRG. O

Theorem 4.17. COLORED (s,t)-CUT ROBUSTNESS GAME, COLORED (s, t)-
CUT VULNERABILITY GAME and UNIT BUDGET COLORED (s,t)-CUT RO-
BUSTNESS GAME are PSPACE-complete.

Proof. By Lemma [4.16| and the fact that UNIT-CCRG is a special case of
CCRG, CCRG is also PSPACE-hard. It remains to show that all these
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problems are in PSPACE. Let I = (i,G,s,t,C, ¢, c?, o;) be an instance of
CCRG then [ is a yes-instance if and only if I' = (G, s,t,C., ¢, d, c;) is a yes-
instance of (DA)*R. Due to Theorem[4.10} for all i > 1 (DA)'-R is contained
in X' and since 3%, C PSPACE, CCRG is contained also in PSPACE.

By the fact that the class of PSPACE-complete problems is closed under
complement, CCVG is also PSPACE-complete. O

Recall the property of colored-cut-equivalent graphs. If H = (G, s,t,C, ()
and H' = (G', ¢, t',C, ') are colored-cut-equivalent, then C C Cis a col-
ored (s,t)-cut in G if and only if C'is a colored (s',#')-cut in G'. Therefore,
the following Claims follow directly.

Claim 4.18. The CCVG instances I = (H,d,a) and I' = (H',d,a) are
equivalent if H and H' are colored-cut-equivalent.

Corollary 4.19. Both COLORED (s,t)-CUT ROBUSTNESS GAME and COL-
ORED (s,t)-CUT VULNERABILITY GAME are PSPACE-complete even on
planar graphs.

Proof. We show this statement by a polynomial-time reduction from QSAT-
3-CNF to CCVG. To this end, recall the definition.

QSAT-3-CNF

Input: A set ¢ of clauses in 3-CNF over the variables Z =
{zj,y; | 1 < j <i} for some i € IN.

Question: Isit true that Vz, € {x1, ~2z1}.391 € {y1, 1 }. -+ VI, €
{ws, ~2i}. 30 € {ys, ~wi} {25,091 < j<i} = @7

Given an instance I = (Z, ®) of QSAT-3-CNF with |Z| = 2i, we con-
struct an instance I' = (i,H = (G,s,t,C, E),cj, c;) of CCVG where G is
planar such that [ is a yes-instance of QSAT-3-CNF if and only if I" is a
yes-instance of CCVG. We can use the same construction as in Lemma [4.1
to construct H and the budget vectors d and a in polynomial time. Af-
terwards, the proof that I is a yes-instance of QSAT-3-CNF if and only
if I’ is a yes-instance of CCRG can also be shown identical to the proof in
Lemmal[d.1] By construction, G is planar and therefore, COLORED (s, t)-CUT
ROBUSTNESS GAME and COLORED (s,t)-CUT VULNERABILITY GAME are
PSPACE-complete even on planar graphs. O
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5 Parameterizations for Colored Cut Games

In this section we analyze the parameterized complexity of the colored cut
games. In Sections - we investigate parameters that are related to
the budget of the agents. In Section we present polynomial kernels for all
colored cut games. Since COLORED (s,t)-CUT does not admit a polynomial
kernel when parameterized by |C|, the kernels in Section use parameters
larger than |C.

Let us introduce some notations that are necessary for the parameter-
izations of this section. We denote for an instance I = (G,s,t,C,&Zi, 5)
of (DA)-R or (DA)-V with By(I) := {d; | 1 < j < i} and B,(I) =
{a; | 1 < j < i} the set of budgets of the defender and attacker, re-
spectively and with By(I) := > _ d, and B,(I) := > . _, a, the sum of
the budget of the defender and attacker, respectively. Furthermore, we
denote with B(I) := By(I) U B,(I) the set of all budgets. Moreover, we
set B(I) := By(I)+ B,(I). For A(DA)-R, A(DA)-V, CCRG, and CCVG,
we define the functions By, B,, B, By, B,, and B analogously.

We use the abbreviation DA-V and DA-R for (DA)!-V and (DA)!-
R, respectively. Furthermore, since there is only one turn per agent, we
define a := a; and d := d;.

To determine whether or not (DA)-R admits an XP-algorithm when
parameterized by some parameter k*, it is sufficient to show that (DA)'-
V admits an XP-algorithm when parameterized by £* and vice versa, since
XP is closed under complement [15]. The same holds for FPT-algorithms.
Hence, we only investigate parameterizations for either (DA)*-R or (DA)’-V.
Clearly, this observation also holds for the other pairs of complement games,
A(DA)*-R and A(DA)’-V, as well as CCRG and CCVG.

5.1 Parameterization by the Full Budget B(/)

First, we investigate the parameter B(I). COLORED (s,t)-CUT is in XP and
W[2]-hard when parameterized by k = B(I) due to Corollary Similar
to COLORED (s,t)-CuUT, we will show that all the colored cut games are in
XP and W[2]-hard when parameterized by B(I). Moreover, we show that
all colored cut games are in FPT and do not admit polynomial kernels when
parameterized |C/.

Proposition 5.1. (DA)-R, i > 1, A(DA)-R, i > 0, and CCRG parame-
terized by B(I) are in XP.
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Proof. There is a trivial XP-algorithm for (DA)-R when parameterized
by B(I). The idea of this algorithm is to compute an and-or tree of depth 2i+
1 where the first ¢ odd levels belong to choices of the defender, and the even
levels belong to the attacker. A non-leaf node branches into all possible sub-
sets of unchosen colors of size equal to the budget of the corresponding turn.
A leaf is evaluated as true if the union of the choices of the attacker on the
path from this leaf to the root is not a colored (s,t)-cut. A node belong-
ing to the defender is evaluated as true if there is at least one child that
is evaluated as true, whereas, a node belonging to the attacker is evaluated
as true if all its children are evaluated as true. To determine if an instance
of (DA)™-R is a yes-instance, we thus have to check if the root of the cor-
responding and-or tree is evaluated as true. This algorithm clearly runs

in time O((') (€= . (C-Em@te) =) (n )y € O(IC1PD (0 + m)).

ay a

A(DA)-R and CCRG can be solved analogously. O

By definition, B(I) < |C|. Hence, the XP-algorithms of Proposition
also imply FPT-algorithms when parameterized by |C|.

Corollary 5.2. (DA)-R, A(DA)"LR, i > 1, and CCRG can be solved
in O(min(|C|I°, 221N (n + m)) time and do not admit a polynomial kernel
when parameterized by |C|, unless NP C coNP /poly.

Proof. Since COLORED (s,t)-CUT parameterized by |C| does not admit a
polynomial compression [38|, which is a stronger result than not admit a
polynomial kernel [12], unless NP C coNP/poly, none of the colored cut
gamesadmits a polynomial kernel when parameterized by |C|, unless NP C
coNP /poly.

With the algorithm described in Proposition [5.1)and the fact that B(I) <
|C| a running time of O(|C|I¢l(n+m)) follows directly. Moreover, ('?') < 2[¢
for every 0 < j < |C] and therefore, I can be solved in O(2%I¢(n 4 m))
m@mwm+mnQoqmwwﬂy”w*BS%W*%m+m»mm.D

dy a1 a

Next, we improve the running time of the FPT-algorithm of Corollary
for DA-R and DA-V.

Proposition 5.3. DA-R can be solved in O(2/°(n +m)) time.
Proof. Recall that in DA-R we ask if there is a set D; C C' of size at most d
such that there is no colored (s,t)-cut A; C (C'\ D;) of size at most a in G.
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In the following, we call a set D C C of size at least a safe if there is no
colored (s,t)-cut A; C D of size at most a in G, that is, if the defender
chooses all colors in C'\ D, the attacker is not able to select a colored (s, t)-
cut of size at most a. In other words, the defender wins if and only if there

a safe set D C C of size at least |C] — d. Now, we describe an algorithm
that runs in O(2/°/(n 4+ m)) time and checks if there is a safe set D C C of
size at least |C| —

The algorithms computes iteratively the sets S; of all safe sets of col-
ors D; € ((j) of size exactly j for every a < j < |C| — d. Clearly, the
defender has a winning strategy if Sjcj_q # 0. We can compute the set S,
in O((‘C‘)(n +m)) time by checking for every D, € (C) in O(|C|(n +m))

a
time if D, is not a colored (s,t)-cut in G. Next, we use the set S; to compute
the set Sj,; for every a < j < |C]—d. By definition, D with |D[ > a is safe if
and only if there is no D' C D with |D'| = a such that D’ is not safe. There-

fore, D]H € ( ) is safe if every D € ( ”1) is safe. Hence, the algorithm

41
checks for every D;,, € (jJr ) in O(|C]) time if every D, ¢ & ’“) is safe and

therefore we can compute Sj in O(( c] 1)|C]) time. Therefore, the algorithm

checks if Sicj_q # 0 in (9(2:‘0| d (‘C|)(]C’| +n+4+m)) C 02 n +m)) time
since we can assume without loss of generality that |C| < m. O

Note that this algorithm uses O(2/°!) space and therefore might only be
interesting for theoretical use and not in practice.

Finally, we show that it is unlikely to find an FPT-algorithm for any of
the colored cut games when parameterized by B(I).

Proposition 5.4. (DA)-V, i > 1,A(DA)™-V, i > 0, and CCVG parame-
terized by B(I) are W[2]|-hard.

Proof. Let I' = (G,s,t,C, ¢, k) be a COLORED (s,t)-CUT instance. Since
COLORED (s,1)-CUT is a special case of (DA)-V A(DA)-V, and CCVG
where all budgets except a; are set to zero, we can give a trivial reduction
from COLORED (s,t)-CUT to any of these problems where B(I) = a; = k.
The statement follows since COLORED (s, t)-CuT is W[2]-hard parameterized
by k [19.53]. 0
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5.2 Parameterization by All Budgets Except One

In the previous section, we have shown that for all colored cut games there
is an XP-algorithm when the parameter is B(I). Recall that B(I) denotes
the set of all budgets of both agents. In this subsection, we show that it is
unlikely to find an XP-algorithm for any of these problems when they are
parameterized by B(I) — b for any budget b € B(I). In other words, even if
all budgets except one sum up to a constant, all these problems cannot be
solved in polynomial time, unless P = NP.

The first statement follows directly from the fact that COLORED (s, t)-
CurT is a special case of DA-V with d = 0. Hence, DA-V is NP-hard even
if d =0, and therefore DA-R is coNP-hard even if d = 0.

Corollary 5.5. DA-R is coNP-hard and DA-V is NP-hard even if d = 0.

Next, we show that all the introduced games can be solved in polynomial
time if the attacker is only allowed to chose at most one color in the entire
instance.

Proposition 5.6. Let I be an instance of (DA)-R i > 1, A(DA)-R i >0,
or CCRG, then I can be solved in O(i + |C|(n 4+ m)) time if B,(I) < 1.

Proof. First, we show that DA-R can be solved in O(|C|(n + m)) time
ifa < 1. Let I = (G = (V,E),s,t,C,¢,d,a) be an instance of DA-R.
We can assume that s and ¢t are in the same connected component in G,
since otherwise [ is a trivial no-instance. Hence, if a = 0, [ is a trivial yes-
instance. If @ = 1, we can compute the set of all colored (s,t)-cuts of size
exactly one, that is, A C C such that {a} is a colored (s,t)-cut in G for
all & € A. This can be done in O(|C|(n 4+ m)) time.

We show that [ is a yes-instance if and only if d > |A|. If the attacker is
able to choose some v € A in his turn, then he has picked a colored (s, t)-cut
and therefore, the defender will lose the game. Therefore, I is a no-instance
if d < |A|. If d > |A|, then I is a yes-instance, since the defender can
choose Dy O A and therefore, there is no colored (s, t)-cut of size one left.

Next, we show that CCRG can be solved in O(i + |C|(n + m)) time
if Bo(I) <1. Let I =(i,G=(V,E),s,t,C. ¢ (dy,...,d;),(as,...,a;)) be an
instance of CCRG with B,(I) < 1. Recall that if B,(I) = 0, the defender
wins if and only if s and ¢ are in the same connected component in GG. Thus,
assume that B,(/) = 1. Hence, there is some z,1 < x < ¢, such that a, = 1
and a, = 0 for all 1 <y <1,y # x. Recall that the defender cannot change
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the outcome of the game after the attacker has performed his last turn. This
also holds for the last turn in which the attacker is able to select a set of
colors of size at least one. Therefore, I is a yes-instance, if the (DA)*-R
instance I := (G, s,t,C 0, (dy,...,dy), (a1,...,a;)) is a yes-instance. Note
that a; = ao = -+ = a,_1 = 0. Hence, Iis a yes-instance, if the DA-
R instance I' := (G,s,t,C,¢,d,a) is a yes-instance where d := Z;.;l d;
and a = 1. Recall that we can solve I’ in O(|C|(n + m)) time and therefore
we can solve the equivalent instance I in O(i + |C|(n + m)) time. The
additional summand ¢ in the running time, comes from finding the turn x
where a, = 1.

Thus, CCRG can be solved in O(i + |C|(n +m)) time. Since, A(DA)*-R
is a special case of CCRG, (DA)-R and A(DA)-R can be solved in the

same time. ]

In contrast, we now show that (DA)-R, A(DA)*-R, ¢ > 1, and CCRG
are NP-hard if the attacker is allowed to choose at least two colors.

Proposition 5.7. DA-R is NP-complete even if a = 2.

Proof. We reduce from VERTEX COVER. Let I’ = (G' = (V',E'), k') be
an instance of VERTEX COVER. We construct in polynomial time an in-
stance I = (G = (V, E),s,t,C,¢,d,a) of DA-R with a = 2 such that [ is a
yes-instance if and only if I’ is a yes-instance.

Assume E' := {ej,... e} and an ordering on V' and set

e C:=V,

o Vi={vo,v7,v7,v|1<i<|E}, s :=w,t =g, and

o E:= {{/Uifbvf}a{viflavz?}a{vavi}v{Uz'>7vi} ’ 1<i< ‘E/’}
Furthermore, we set {({v;_1,v}) == £({vS,v:}) == w; and £({v;_1,v7}) ==
(({v7,v;}) == w; for all e; = {w;,wi},u; < w;. That is, we connect the
vertices v;_; and v; with two paths P< and P~ such that ((E(P<)) = u;
and ((FE(P~)) = w;. Finally, we set d =k’ and a = 2.

Next, we show that I is a yes-instance of DA-R if and only if I’ is a
yes-instance of VERTEX COVER. By construction, v; € V(P) for every (s, t)-
path Pin G and for every i,0 < 7 < |E’|. By removing the edges £~ ({u;, w;})
from G for some {u;,w;} € E', the vertices v;_; and v; are in different
connected components. Thus, {u;, w;} is a colored (v;_1,v;)-cut in G and
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therefore also a colored (s, t)-cut in G. Therefore, the defender has to pick D
such that Dy N {u,v} # () for all e € E’ (which is a colored (s, t)-connector
in G) or otherwise, the attacker can pick a colored (s,t)-cut of size two.
Consequently, D; is a colored (s,t)-connector in G if and only if D; is a
vertex cover in G'. Thus, [ is a yes-instance of DA-R if and only if I’ is a
yes-instance of VERTEX COVER.

It remains to show that DA-R is contained in NP if a = 2. Let I = (G =
(V,E),s,t,C,¢,d,a) be an instance of DA-R with a = 2. The defender has
a winning strategy if and only if the attacker has no winning strategy, that
is, if the defender can choose D € (g) such that there is no colored (s,t)-
cut A; C C'\ D; of size at most two in G. Since we can compute the set F of
all colored (s, t)-cuts of size at most two in O((‘g') (n+m)) we can construct
the instance I* = ((C, F),d) of HITTING SET in polynomial time. Clearly, I
is a yes-instance if and only if I* is a yes-instance. We gave a reduction
from DA-R with a = 2 to HITTING SET and therefore DA-R with a = 2 is
contained in NP since HITTING SET is contained in NP. O]

The next theorem follows from Propositions [5.6] and [5.7] and the fact
that DA-R is a special case of (DA)-R, A(DA)"-R, i > 1, and CCRG.

Theorem 5.8. The problems (DA)-R, A(DA)-R, i > 1, and CCRG can
be solved in O(i+|Cl(n+m)) time if Bo(I) <1 and are NP-hard otherwise.

With Corollary [5.5] and Proposition [5.7, we are now able to show that it
is unlikely to find an FPT-algorithm for any of the colored cut games when

parameterized by B(I) — b for any budget b € B(I).

Corollary 5.9. (DA)-R, i > 1, A(DA)"-R, i > 0 and CCRG parameter-
ized by B(I) — b are not in XP for every b € B(I), unless P = NP.

Proof. Let 1 < x <i. We show that (DA)*-R is NP-hard even if B(I)—d, =
2 and coNP-hard even if B(I) —a, = 0. In both cases we reduce from DA-R.

Given an instance I’ = (G, s,t,C, ¢, d,a) of DA-R with a = 2, we define
the instance I := (G, s,t,C, 0, (dy,...,d;),(ay,...,a;)) with a, = 2,d, = d,
and a; = d; := 0 for all 1 < j < i,5 # x. By definition, B(I) — d, =
2. Moreover, I and I’ are equivalent. Hence, (DA)"-R is NP-hard even
if B(I) —d, = 2 since DA-R is NP-hard even if a = 2 due to Proposition

Given an instance I” = (G, s,t,C, ¢, d,a) of DA-R with d = 0, we define
the instance I := (G, s,t,C, ¢, (dy,...,d;),(ay,...,a;)) with a, = a,d, = 0,
and a; :=d; := 0 for all 1 < j < 4,5 # x. By definition, B(I) —a, = 0
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and I and I” are equivalent instances. Hence, (DA)’-R is coNP-hard even
if B(I)—a, = 0 since DA-R is coNP-hard even if d = 0 due to Corollary
Hardness for A(DA)*-R and CCRG can be shown in the same way. [J

The next theorem follows from Propositions and and Corol-
lary [5.9]

Theorem 5.10. The problems (DA)-R, A(DA)™-R, @ > 1, and CCRG
are in XP and W|[2|-hard when parameterized by B(I) and not in XP when
parameterized by B(I) — b for every budget b € B(I), unless P = NP.

5.3 Parameterization by the Number of Unchosen Col-
ors

As the last parameterization that is related to the budget, we investigate |C'|—
b for any b € B(I). That is, the number of colors that cannot be chosen in
any turn with budget b. Recall that in the case of DA-R, B(I) = {d,a}.
Thus, for DA-R we investigate parameterizations by |C| —d and |C| —a and
generalize the hardness results we obtain to all colored cut games.

Proposition 5.11. (DA)"-R, i > 1, A(DA)-R, i > 0, and CCRG are in
XP when parameterized by |C| — b for every b € B(I).

Proof. Let I be an instance of (DA)-R and let b € B(I) be an arbi-
trary budget. With the algorithm described in Proposition and the
fact that B(I) < |C| we can solve I in time O(|C\|C‘_b(‘f|)(n +m)) =
o(|C)1e=t (1) (n + m)) € O(|C|1€=HC[1€1"*(n + m)) which implies an
XP-algorithm for (DA)"-R parameterized by |C| — b. The statements for
A(DA)-R and CCRG can be shown analogously. O

Next, we show that it is unlikely to find an FPT-algorithm for any of
the colored cut games when parameterized by |C| — b for b € By(I). To this
end, we first show the fixes-parameter intractability for DA-R parameterized
by |C| — d.

Corollary 5.12. DA-R parameterized by |C| — d is W[1]-hard.

Proof. In the proof of Proposition we gave an implicit parameterized
reduction from the INDEPENDENT SET problem parameterized by the size of
the solution (which is known to be W[1]-hard [15]) to DA-R parameterized
by |C| — d. Hence, DA-R parameterized by |C| — d is also W[1]-hard. [
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To analyze the parameterized complexity of DA-R parameterized by |C|—
a, we first show the following connection to COLORED PATH.

Lemma 5.13. An instance I = (G, s,t,C, 0, d,a) of DA-R with d+a = |C|
is a yes-instance if and only if the instance I' = (G, s,t,C,{,d) of COLORED
PATH is a yes-instance.

Proof. 1f I is a yes-instance, then there is D, € (g) such that s and ¢ are in
the same connected component in G —¢~1(C'\ D;). Hence, there is an (s,1)-
path in G — ¢71(C'\ D) and therefore also in G with ¢(E(P)) C D;. By
construction, D; is a colored (s,t)-connector in G.

If I" is a yes-instance, then there is a colored (s, t)-connector L of size at
most d in G and therefore choosing D; O L is a winning strategy for the
defender. O

Since COLORED PATH is NP-complete and W|2]-hard when parameter-
ized by the size of the solution & [19], the following also holds.

Corollary 5.14. DA-R parameterized by |C| — a is W[2]-hard and NP-
complete if d+a = |C].

Since DA-R is a special case of (DA)-R, A(DA)’-R, and CCRG, the
next result follows directly from the Corollaries and [5.14]

Corollary 5.15. (DA)-R, ¢ > 1, A(DA)-R, i > 1, and CCRG parame-
terized by |C| — by are W[1]-hard for every by € By(I) and W[2]-hard when
parameterized by |C| — b, for every b, € B, ().

The main theorem of this subsection now follows from Proposition [5.1]]

and Corollary [5.15]

Theorem 5.16. (DA)"-R, A(DA)'-R,
by |C| — b are in XP for every b € B
W (2|-hard if b € B,(1).

1 > 1, and CCRG parameterized
I) and WI1]-hard if b € By(I) and

5.4 Polynomial Kernels for Parameters Larger than the
Number of Colors

Since it is unlikely that any of the colored cut games admits a polynomial ker-
nel when parameterized by |C/|, we have to investigate (comined) parameters
that are larger than |C] in order to obtain polynomial kernels.
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Recall that unless P = NP. COLORED (s,t)-CUT parameterized by the
vertex cover number does not admit an XP-algorithm [10] and therefore
neither does any of the colored cut games. We will show that all the colored
cut games admit polynomial kernels when parameterized by both |C| and the
vertex cover number. More general, we show that even for smaller parameters
we can find polynomial kernels. To this end, we consider a generalization of
the vertex cover number to the ~-COC number.

Definition 5.17 ([16,28]). Let G = (V, E) be a graph and r > 1 be an
integer. We call I' C V' a r-component order connectivity set (r-COC set) if
for all connected components H in G —1I" it holds that |H| < r. Furthermore,
we call k, ;= min{|['| | ' € V,T" is a m-COC set} the r-component order
connectivity number (r-COC number) of G.

Note that a set I' C C'is a 1-COC set if and only if I' is a vertex cover.

Lemma 5.18. Let r > 1 be a constant and let H = (G = (V, E),s,t,C., /)
be a colored graph with r-COC number k.. Then, there is a colored-cut-
equivalent graph H' = (G' = (V', E'), s, V', C, ") with |H'| < (k, + |C)°")
that can be computed in |H|°") time.

The idea of the following construction is to first compute an r-COC set I’
in polynomial time such that s € I' and ¢ € I". Second, we compute all color
sets Agqpy of (a,b)-paths in the graph induced by for all distinct a,b € I'. Fi-
nally, we remove all connected components in G — I" and add an (a, b)-paths
with the colors L for all a,b € I" and for all L € Agp. Thus, we con-
struct a colored graph H’ in polynomial time where the number of connected
components in G’ —I' is bounded from above by a polynomial function only
depending on |C| and |I'|.

Proof. We can find an r-COC set I of size at most x,(r + 1) in O(n + m)
time due to the (r+ 1)-approximation algorithm for r-COC [28|. Afterwards,
we set I' := IV U {s,¢} which is an m-COC set of size at most x,(r + 1) + 2.
Let g be the number of connected components in G —I' and Hy,...,H, CV
be the vertex sets of the connected components in G—1I'. Recall that |H;| <r
for all 1 < i < gq. Therefore, for every {a,b} € (g) and every (a,b)-path P
in G with V(P)N T = {a,b} it holds that |V (P)| < r + 2. The idea is that
we compute for every {a,b} € () the set Py, of all (a,b)-paths in G — (I'\
{a,b}). This can be done in O((‘g‘)q -r") time by computing all (a, b)-paths
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in G[{a,b} U H,] for all {a,b} € (}) and all 4,1 < i < g since there are at
most 7" many (a, b)-paths in G[{a,b}UH;]. Note that G[{a, b}UH;| might also
contain a direct edge {a,b}. Then, we compute the sets Ay, 1= {{(E(P)) |
P € Py} of color sets of paths in P,y in time O((‘g')(q SrT+ |CT),
since there are at most |C|"™! paths with different sets of colors of size at
most 7+ 1. Furthermore, assume an ordering on every L € A3y, {a,b} € (g)
and an ordering on the vertices of I'.

Now, we define the instance H’. We start with an empty graph and add
all vertices of I, set s’ = s, and t' = t. Next for every set {a, b} € (F) a < b,

and L € A, we add vertices viaib}, ol i * and edges {a, UL P {w Rf’}, b},

and {v{a 0} Ri}l} for alli,1 <4 < r. Let L(y) denote the yth color in L. We
set ({a,v{""}) == L(1 >,e'<{v£‘ff},t}> = L(|L|), and ¢({v}"", 0{%"1) =

) Lz 1
L(min(: + 1,|L]) for all i,1 < i < r. This finishes the definition of ’HJ’r

Note that for P{*"" = (a, 0!, ... 0{"%" b) it holds that ¢/(E(P{*")) =
L. By construction, no edge e € E belongs to E’, and therefore every (a, b)-
path in G’ — (I"\ {a, b}) is of the form PL{“’b} for some L € Ag,py. Therefore,
there is an (a,b)-path P in G — (I'\ {a, b}) with ¢(E(P)) = L if and only if
there is an (a, b)-path Pi*" in G’ — (T'\ {a, b}) with ¢(E(P{*")) = L. Since
every path Pffa’b} contains exactly r+1 edges and there are at most (lgl) |C|+
such paths, the number of edges in G’ is at most (') |C™" (r+1) < (k)2 (r+
1)3|C|"*" and the number of vertices is at most [I'| + () |C|1r < ((x,)? +
k) (r +1)3|C"*1. Hence, |[H'| < (k, + |C|)°™). Furthermore, H' and can be
computed in |H|°") time.

Finally, we show that H and H’ are colored-cut-equivalent. To this end,
we prove that C(H) C C(H') (which implies that for every Ly € C(H) there
is Ly € C(H') such that Ly C L) and that for every Ly € C(H') there
is Ly, € C(H) such that Ly C Lyy.

First, we show C(H) C C(H'). Let P = (uy,...,u,) be an (s,t)-path
in G with u; = s and u, = t. We show that there is an (s,t)-path P’ in G’
with ¢/(E(P")) = ¢(E(P)). Let {uj,,...,u;.} == {u € V(P) | u € '} such
that 7; < ;41 for all j,1 < j < 2. Recall that s,t € I', which implies
that iy = 1 and i, = ¢. Now, let P; := (uij,uijﬂ,...,u,»(Hl)_l,uz-(Hl)) for
all 1 < j < z. By construction, |V(P;)] <r+2 and also L; := {(E(P))) €

Uijy}

Afuj i,y Hence, for all j,1 < j < z, G contains a path PL:%"
with ¢'(E(P {?L u”“})) = L;. Therefore, there is an (s,t)-path P’ in G’
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with ¢/(E(P")) = ¢{(E(P)) and we get C(H) C C(H').
It remains to show that for every Ly € C(H') there is Ly € C(H) such
that Ly C Lyy. Let P’ be an (s,t)-path in G’. We know by construction

that P/ = Pf —o --- —o Pj_, with V(P}) = {0, 5! o™y
for some wuy,uy,, € I''1 <y < gand L, € A{%’%H},l < y < q. Note
that ('(E(Pj)) = Ly. Then, for every y,1 <y < g, there is also an (u;, u; ,,)-

path P, in G with ¢{(E(P)) = L,. By connecting all paths P, —o --- — P,_;,
we get an (s,t)-path P in G with ((E(P)) = U?: ((E(P))) = U(E(P)).
Note that P might not be vertex-simple. But then we know from Propo-
sition that there is a vertex-simple (s,t)-path P in G with ¢(E(P)) C
((E(P)) = ('(E(P")). Hence, ((E(P)) € C(H). Thus, there is some Ly €
C(H) such that Ly C Ly for every Ly € C(H'). O

With this lemma we can now show the kernelization algorithm.

Theorem 5.19. Let r > 1 be a constant, then (DA)-R,i > 1, A(DA)'
R,i >0, and CCRG parameterized by the r-COC number k, and |C| admit
a polynomial kernel of size (rk,+|C|)°") that can be computed in |1|°T) time.

Proof. Let I = (#,d,a) be an instance of (DA)i-R. By Lemmawe can
compute in |/ ]0(1) time a colored graph H' which is colored-cut-equivalent
to H such that |H'| < (k, + |C|)°Y. Due to Claim I is a yes-instance
if and only if I’ = (H',d, a) is a yes-instance and therefore (DA)*-R admits
a polynomial kernel when parameterized by the r-COC number «, and |C|.
The statements for A(DA)*-R and CCRG can be shown analogously, since
by Claim and [4.18] one can replace the colored graph H of an instance
of A(DA)-R or CCRG with a colored-cut-equivalent graph H’ and obtain
an equivalent instance. O

It would be also possible to generalize the vertex cover number to the
vertex deletion distance to a maximum degree of r for any » € IN. Note that
in the standard reduction from HITTING SET the vertex deletion distance
to degree two is only two. Hence, COLORED (s,t)-CUT parameterized by
both |C| and the vertex deletion distance to a maximum degree of r, for r > 2
admits a polynomial kernel if COLORED (s,t)-CUT parameterized by |C|
alone admits a polynomial kernel. Due to Corollary such a kernel does
not exists, unless NP C coNP /poly.

Finally, we also show a polynomial kernel for all colored cut games when
parameterized by both |C| and the number of (s, t)-paths p.
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Lemma 5.20. Let H = (G = (V, E),s,t,C,{) be a colored graph and let p
be the number of (s,t)-paths in G. Then, there is a colored-cut-equivalent
graph H' = (G' = (V' E"), s, t',C, ') with |[H'| < O(p|C|) that can be com-
puted in O(p(n+ |C|) +m) time.

Proof. Recall that we can compute C(H) in O(p(n + |C|) + m) time due
to Proposition We start with a graph only containing the vertices s’
and t’. Next, we can assume an order on every L € C(H) and add the ver-
tices vy, ..., vz, and the edges {s', v{'}, {vfy, '}, and {vf, vfi,} forall 1 <i <
|L|. Furthermore, let L(y) denote the yth element of L. We set ¢'({s’,vF}) :=
L(1),0'({vf,¢'}) == L(|L]), and ¢'({vf,vE,}) ==L+ 1) for all 1 < i < |L].
That is, we added for every L € C(H) the (s/,t')-path PL = (s’ vE, ... ,U|LL|, t')
in G’ such that ¢'(E(P*)) = L. By construction, |E(PY)| = |L|+1 to prevent
parallel edges.

Next, we show that H and H' are colored-cut-equivalent. To this end,
we show that C(H) = C(H'). Let L € C(H), then PL is an (s, t')-path in G’
with ¢/(E(PY)) = L. By construction, every (s',t')-path is of the form P~
for some L € C(H). Hence, L € C(H) if and only if L € C(H').

Finally, we show that |H'| < O(p|C|). Clearly, |C(H)| < p and |L| < |C|
for all L € C(H). Therefore, every path P contains exactly |L| + 1 edges
and |L| vertices distinct from s and ¢. Hence, |V’| < p|C| + 1 and |E'| <

p(IC1+1). O

Corollary 5.21. (DA)™-R,i > 1, A(DA)-R,i > 0, and CCRG parameter-
ized by the number of (s,t)-paths p and |C| admit a polynomial kernel of size
at most O(p|C|) that can be computed in O(p*(n + |C|) + pm) time.

Proof. Let I = (G, s,t,C, ¢, d, c?) be an instance of (DA)*-R. We can com-
pute p in O(p(pn + m)) time by checking if there are exactly p’ many (s, t)-
paths in G for all 0 < p’ < p [4]. By Lemma [5.20 we can compute in O(p(n+
|C'|)+m) time a colored graph (G', ', t', C, ¢') which is colored-cut-equivalent
to (G,s,t,C,¢). Hence, due to Claim I is a yes-instance if and only
if I' = (G,¢,t,C 0, d, 5) is a yes-instance and therefore (DA)*-R admits a
kernel of size at most O(p|C|) when parameterized by the number of (s,t)-
paths p and |C|. The statements for A(DA)-R and CCRG can be shown
analogously, since by Claim[4.12|and[4.18] one can replace the colored graph H
of an instance of A(DA)-R or CCRG with a colored-cut-equivalent graph H’
and obtain an equivalent instance. O
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6 Restricted Instances of Colored Cut Games

In this section we take a closer look at the classic complexity of (DA)?
A(DA), and CCRG on restricted instances. First, we investigate restricted
graph classes like cubic and complete graphs. Second, we analyze two re-
stricted classes of colored graphs for which COLORED (s, ¢)-CUT is polynomial-
time-solvable and show that DA-R is NP-complete on these restricted colored
graphs.

6.1 Computational Complexity on Graphs with Restricted
Degree

First, we show that (DA)-R, A(DA)-R, and CCRG,i > 1, can be solved
in polynomial time on graphs with maximum degree at most two but cannot
be solved in polynomial time on graphs with maximum degree at least three,
unless P = NP. Second, we show that none of these problems can be solved
in polynomial time on complete graphs.

Recall that (DA)-R, A(DA)’-R, and CCRG ask if the defender has a
wining strategy, whereas (DA)-V, A(DA)™-V, and CCVG ask if the at-
tacker has a winning strategy.

Claim 6.1. Let I = (G,s,t,C 4, (dy,...,d;),(a1,...,a;)) be an instance of
(DA)-R and let j = min({i} U{k | 1 <k <4, a, > |C(I)|}), that is,
the first turn in which the sum of the budget of the attacker so far is at least
the number of color sets of vertex-simple (s,t)-paths in G. Then I is a yes-
instance if and only if the instance I' = (G, s,t,C, ¢, (d1, . ..,d;), (a1, ..., a;))
of (DA)I-R is a yes-instance.

Proof. The attacker can intersect at least one L € C(I) for each color he
choses. Hence, after choosing at most |C(I)| colors, he has completed a col-
ored (s,t)-cut, unless the defender has chosen a colored (s,t)-connector be-
fore. Therefore, the outcome of the game is determined at the latest after the
attackers jth turn of the attacker since either he completed a colored (s, t)-
cut in G or the defender has already completed a colored (s,t)-connector
in G. [l

Proposition 6.2. (DA)!-R and (DA)?-R can be solved in polynomial time
on graphs with maximum degree at most two.
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Proof. Let H = (G,s,t,C,f) be a colored graph where G has degree at
most two. Consequently, there are at most two (s, t)-paths in G’ and there-
fore |C(H)| < 2 and can be computed in polynomial time.

First, let I; = (H,d,a) be an instance of (DA)'-R. We show that we
can solve I; in polynomial time. Note that I; is a no-instances if C(H) = 0,
that is, if s and ¢ are not in the same connected component in G. Hence,
we can assume that C(H) # (. By Proposition we can solve I; in
polynomial time if @ < 1. Therefore, assume that a > 2. Since a > 2
and |C(H)| < 2, the attacker can win the game if the defender has not picked
a colored (s,t)-connector in his turn. Hence, I; is a yes-instance if and only
if d > min{|L| | L € C(H)} which can be checked in polynomial time.

Finally, let I, = (H,(dy,ds), (a1,as)) be an instance of (DA)?-R. We
show that we can solve I in polynomial time. Note that /5 is a no-instances
if C(H) = (), that is, if s and ¢ are not in the same connected component in G.
Hence, we can assume that C(#H) # (). By Proposition we can solve I, in
polynomial time if a;+ay < 1. Therefore, assume that a;+as > 2 and C(H) #
0. If a; > |C(H)| then I, is equivalent to the (DA)!-R instance (H,d;,a;)
due to Claim and therefore can be solved in polynomial time. Moreover,
if a; = 0, I, is equivalent to the (DA)-R instance (H,d; + da,as) and
therefore can be solved in polynomial time. Hence, we can assume that a; =
l,as > 1,and |C(H)| = 2. Let C(H) = {L1, Lo} and assume that |L;| < |Ls|.
Note that the defender can win the game in his first turn if d > |L;|. If the
defender does not choose D; such that D; O Ly N Lo, then the attacker can
win the game in his first turn by taking only one color a € (L; N Ly) \ Dx.
Therefore, I is a no-instance if d; < |L; N Ly|. Thus, assume that |L; N Ly| <
dy < |L]. Since Dy has to be a superset of LN Ly, we can reduce the instance
such that L;N Ly = () by decreasing d; by |L; N Ly| and merging the endpoints
of edges e € FE with {(e) € LiNLy. Note that the attacker can pick « € L;,i €
{1,2}, in his first turn where |L; \ Dy| = min(|L; \ D1],|L2 \ D1]), that is,
the set that is closest to being fully chosen by the defender. If dy + dy < | L]
then the defender loses the game since the attacker can choose a@ € Ly in
his first turn and the defender cannot complete a colored (s,t)-connector,
since |Ls| — |D1| > dy. Thus, assume that dy > |Ls| — dy,a1 = 1,a9 > 1,
and L; N Ly = 0.

If dy > |Li|—dy+|La|—ds then the defender can choose Dy such that |L;\
D1| < dy and |Ly \ D1| < dy. By the fact that a; = 1 and Ly N Ly = (), the
attacker can cut at most one path with the color « in his first turn. Therefore,
in the second turn of the defender there is an ¢ € {1,2} such that a & L;
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and |L; \ D1| < dy. Hence, the defender can win by choosing Dy O (L;\ Dy) :
We have L; C Dy U Dy and therefore Dy U D, is a colored (s, t)-connector
and [, is a yes-instance.

If dy < |Li|—ds+|La|—ds then the defender is not able to choose D; such
that |Ly \ Di| < ds and |Ly \ D] < dy. Assume without loss of generality
that |Ly \ Dy| > do, then the attacker can choose o € (L1 \ D). Hence, the
defender can only win by choosing D5 such that (D, U Dy) O Ly which is not
possible since |Ly \ Di| > dy = |Ds|. Therefore, the defender loses and I is
a no-instance.

Note that we checked all possibilities and that all checks in this algorithm
can be done in polynomial time and therefore, we can solve I5 in polynomial
time. L]

We will use this statement as the base case for an induction to show the
following.

Corollary 6.3. (DA)-R, A(DA)-R, and CCRG can be solved in polyno-

mial time on graphs with mazimum degree at most two.

Proof. We prove the statement by an induction over i. Note that Proposi-
tion [6.2] is the base case.

Let j > 3 and assume that the statement is true for j — 1, we show that
the statement is also true for j. Let I = (G, s,t,C, 0, (dy,...,d;), (a1,...,q;))
be an instance of (DA)/-R. If a; = 0 or as = 0, then we can construct an
equivalent instance I’ of (DA)’~1-R in polynomial time. Due to the induc-
tion hypothesis, we can solve I’ and therefore I in polynomial time. Hence,
assume that a; # 0 and ay # 0. So, a; + ay > 2 > |C(I)| and therefore I is
equivalent to the (DA)2-R instance I, = (G, s,t,C,{,(dy,ds), (a1,az)) due
to Claim By Proposition [6.2] we can solve I, and therefore also I, in
polynomial time.

Since A(DA)*-R is a special case of (DA)"'-R the statement for A (DA)-
R follows directly. O]

This result might not be very surprising since most problems can be solved
in polynomial time on graphs with maximum degree at most two, but we will
show next that, for all > 1, (DA)"-R and A(DA)’-R cannot be solved in
polynomial time on graphs with degree at least three, unless P = NP. To
this end, we first show the following.
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Lemma 6.4. Let H = (G = (V, E),s,t,C,{) be a colored graph and o € C
such that o € L for every L € C(H). Then, there is a colored-cut-equivalent
graph H' = (G' = (V' E'),s',t',C, ") where G' has a mazximum degree of
three and can be computed in polynomaial time.

Proof. Given a colored graph H = (G = (V, E),s,t,C,¢) and a € C such
that a € L for every L € C(#H), we describe how to construct a colored
graph H' = (G' = (V' E'),s',t',C,{') where G' has a maximum degree of
three and show that H and H’ are colored-cut-equivalent.

We start with an edgeless graph containing the vertices of V and add
vertices and edges such that every vertex v € V' is the root of some balanced
binary tree 7 that has the leafs b}, ,...,b; where Ng(v) = {u,...,u,}.
Moreover, we assign the color « to all edges of these trees TV with v &
V. Next, we add edges {b%,0%} for all {v,w} € E and set ¢'({b%,b%"}) :=
¢({v,w}). This can be done in polynomial time. For every v € V, z,y € N(v)
we define the (by,by)-path P} ~and the (v,b})-path P, in G’ in T". By
construction, ¢'(E(P;,)) = ' (E(Py)) = {a}.

By construction, G’ has a maximum degree of three so it remains to show
that H and H’ are colored-cut-equivalent. To this end, we prove that for
every Ly € C(H'), there is some Ly € C(H) such that Ly C Ly and vice
versa.

First, we show that C(H) C C(H') which implies that for every Ly €
C(H), there is some Ly € C(H') such that Ly C Ly. Let P = (vg,...,v,)

be an (s,t)-path in G for some r > 1. Let %;’:_1 be the reverse path

of P)r , then P' = P} . P, P;’:__;vr . E}’:_l is an (s,t)-path in G’

and ('(E(P')) 2 UjZo ({0, 00" }) = UjZg €{vy, v501}) = UE(P)). By
construction, every other edge in E(P’) is colored in a. Recall that o € L
for all L € C(H). Hence, a € ¢(E(P)) and therefore ¢'(E(P')) = ((E(P)).
Finally, we show that for every Ly, € C(H') there is Ly € C(H) such
that Ly C L. Let P be an (s,t)-path in G’. Then, we know by construction

that P’ = P - Pn - Pyl E)E: for v; € V and where ﬁz’: is
the reverse path of P;~ . Then, P = (vy,...,v,) is an (s,t)-path in G
and (/(E(P)) C ¢'(E(P")). Note that P might not be vertex-simple. But then
we know from Proposition that there is a vertex-simple (s, ¢)-path P in G

with ((E(P)) C ((E(P)) C '(E(P")). O

It is easy to see that if GG is planar, we can also construct G’ planar.
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We will use this lemma to show that (DA)®-R and A(DA)-R are X} -
hard even on cubic graphs.

Proposition 6.5. For alli > 1, (DA)-R and A(DA)-R are ¥5.-hard even
on graphs with maximum degree at least three.

Proof. Since (DA)’-R is a special case of A(DA)-R, we only have to show
that (DA)*-R is ¥.¥-hard even on graphs with a maximum degree of three.
We reduce from (DA)-R where af > 1. Given an instance I' = (G' =
(VI E", s, ¢, C" 0 (dy,...,d),(a},... a)) of (DA)-R with a} > 1, we de-
scribe how to construct an instance I of (DA)*-R such that I’ is a yes-instance
if and only of I is a yes-instance.

We add a new color a, a new vertex s, set t :==t'.V := V' U {s}, £ =
EU{{s,s'}},C:=C"U{a},l({s,s'}) == a,dy = dy + 1,01 := a},d; := dj,
and a; := aj for all 1 < j <. Furthermore, let H = (G = (V, E), s,t,C, ().

Next, we show that I = (H,(dy,...,d;), (a1,...,a;)) is a yes-instance if
and only if I’ is a yes-instance. By construction, {s,s'} € E(P) for ev-
ery (s,t)-path P in G and therefore, the defender has to choose « in his first
turn because a; > 1 and {a} is a colored (s, t)-cut in G. Clearly, the defender
has a winning strategy for I if and only if he has a winning strategy for I’.

With Lemma and the fact that o € L for every L € C(I) there is a
colored graph H = (G, 3,1, C,0) with a maximum degree of three which is
colored-cut-equivalent to H. Hence, by Claim [4.11] I is a yes-instance if and
only if I := (H, (dy,...,d;),(ay,...,a;)) is a yes-instance. Therefore, I is a
yes-instance if and only if I’ is a yes-instance. Since I can be computed in
polynomial time, (DA)*-R and A(DA)*-R are X5 -hard even on graphs with
maximum degree at least three. [l

The next theorem follows from Corollary and Proposition

Theorem 6.6. The problems (DA)-R, A(DA)-R, i > 1, and CCRG can
be solved in polynomial time on graphs with a mazimum degree of at most
two and cannot be solved in polynomial time on graphs with degree at least
three, unless P = NP.

With the constructions of Proposition [£.13] and Proposition [6.5] to com-
pute colored-cut-equivalent graphs, we are also able to show the following.

Corollary 6.7. For alli > 1, (DA)*-R and A(DA)*-R are X%.-hard even
on bipartite planar subcubic graphs.
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Proof. Since (DA)’-R is a special case for A(DA)’-R, we only have to show
that (DA)-R is ¥ -hard even on bipartite, planar and cubic graphs.

By Corollary . (DA)-R is X5 -hard even on planar graphs. Let [ =
(1 = (G, s,t,C,0),d,a) be an instance of (DA)"-R where G is planar. If
we apply the construction of Proposition on I, we get an equivalent
instance I := (H = (G,5,1,C,0),d,d) of (DA)i—R where G is subcubic.
Note that G is also planar, since G is planar and we only replaced every vertex
by an binary tree and added one edge to a new vertex. By Proposition [£.13]
we can construct a colored-cut-equivalent graph H’' = (G, s',t',C", 0') to H
in polynomial time such that G’ is bipartite.

By construction of Proposition [£.13| G’ was constructed by subdividing
every edge of G. Hence, G’ is still planar, and subcubic. By Claim I

is an equivalent instance to I’ = (H’,d’, q). Hence, I’ is also equlvalent
to I. Moreover, I’ can be computed in polynomial time. Hence, (DA)*-R
is Y20 .-hard even on bipartite planar subcubic graphs. O

The same construction can be used in combination with Theorem
and Claim to show the following corollary.

Corollary 6.8. COLORED (s,?)-CUT VULNERABILITY GAME and COL-
ORED (s,)-CUT ROBUSTNESS GAME are PSPACE-complete even on bipar-
tite planar cubic graphs.

Finally, we analyze the computational complexity for (DA)-V, A(DA)-
V, and CCVG on complete graphs. To this end, we use techniques similar
to the ones we used to show Proposition

Lemma 6.9. Let H = (G = (V, E),s,t,C, ) be a colored graph and o € C
such that {a} € C(H). Then, there is a colored-cut-equivalent graph H' =
(G" = (V' E"), s, t',Cl) where G' is a complete graph. Moreover, H' can
be computed in polynomaial time.

Proof. Given a colored graph H = (G = (V, E),s,t,C,¢) and a € C such
that {a} € C(H), we define a colored graph H' = (G' = (V', E'), s, t/,C,{')
where G’ is a complete graph and show that H and H' are colored-cut-
equivalent.

We construct H' by adding the edges e € () \ E to H and set £'(e) := a
for all e € (‘2/) \ E. By construction, £’ = (‘2/) and therefore G’ is a complete
graph. This can be done in polynomial time.
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Now, we show that H and H' are colored-cut-equivalent. To this end, we
prove that for every Ly € C(H') there is Ly € C(H) such that Ly C Ly
and vice versa.

Clearly, if P is an (s,t)-path in G, then P is also an (s,t)-path in G’
and ((E(P)) = ¢'(E(P)). Hence, C(H) C C(H') and therefore, for every Ly, €
C(H) there is Ly € C(H') such that Ly C Ly.

It remains to show that for every Ly € C(H’) there is Ly € C(H) such
that Ly C Lyy. Let P’ be an (s,t)-path in G'. If o € ¢/(E(P’)), then by
assumption, ¢'(E(P’)) 2 {a} € C(H). Thus, assume that o ¢ ¢'(E(P)).
Recall that ¢'(e) = a for all e € E' \ E. Hence, E(P’) C E and therefore P’
is also an (s,t)-path in G and ((E(P')) = {'(E(P")). O

Proposition 6.10. For all i > 0, A(DA)"-V and (DA)"™*-V are 35 -
complete even on complete graphs.

Proof. Since A(DA)®-V is a special case of (DA)™-V, we only have to
show that A(DA)™-V is X5, -hard even on complete graphs. The problem
A(DA)-V (COLORED (s,t)-CuUT) is complete for NP = %I on complete
graphs [38]. Thus, it remains to show that, for i > 1, A(DA)™-V is X5, -
hard even on complete graphs and that (DA)*-V is contained in X%, | on
complete graphs. We reduce from A(DA)-V where dy > 1. Let I' = (G’ =
(VI E), s ¢',C" 0, (d,... a},),(dy, ..., d)) beaninstance of A(DA)-V
with d), > 1.

We add a new color «, a new vertex v,, and set s := ', t := ', a; 1= a}+1,
and d; :== dj and a; := a for all 1 < j <+ 1. Furthermore, we set V :=
V'UA{va}, E = E U {{s,va},{va,t}},C = C" U {a}, and (({s,v,}) =
(({va,t}) := a. Moreover, set H = (G, s,t,C, ).

Next, we show that I = (H, (aq,...,a;11),(da, ... ,d;y1)) is a yes-instance
if and only if I’ is a yes-instance. By construction, P = (s,v,,t) is an (s, t)-
path in G and therefore, the attacker has to choose « in his first turn be-
cause dy > 1. Clearly, the attacker has a winning strategy for [ if and only
if he has a winning strategy for I’.

With Lemma [6.9] and the fact that {a} € C(I), we know that there is
a colored graph ‘H = (é, 5,t,C, 17) which is colored-cut-equivalent to H and
where G is a complete graph. Hence, by Claim I is a yes-instance if
and only if I := (G,3,1,C,0,(dy,...,d;),(ay,...,a;)). Therefore, I is a yes-
instance if and only if I’ is a yes-instance. Moreover, I can be computed in
polynomial time.
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It remains to show that (DA)™'-V is contained in ¥3;, ;. Let [ = (G =
(V,E),s,t,C,0,(d,...,dis1),a) be an instance of (DA)™-V where G is a
complete graph. If d; > 1, then the defender can win in his first turn by
choosing Dy > (({s,t}) since {s,t} € E. If dy = 0, then [ is equivalent
to the A(DA)-V instance (G, s,t,C, 0, a, (da, ..., dis1)). Hence, (DA)HLV
is 3, ,-complete on complete graphs, since A(DA)’-V is X}, -complete due
to Theorem EL.I0

O

A similar proof in combination with Theorem and Claim [4.1§ can
be used to show the following corollary.

Corollary 6.11. COLORED (s,?)-CUT VULNERABILITY GAME and COL-
ORED (s,t)-CUT ROBUSTNESS GAME are PSPACE-complete even on com-
plete graphs.

6.2 Restricted Colored Graphs

In this subsection, we analyze the complexity of DA-R on instances where
every color appear in at most two (s,t)-paths or where every color is only
given to one edge each. In these cases, COLORED (s,t)-CUT is polynomial-
time-solvable [10,2238]. In contrast, we will show that DA-R is NP-complete
on both of them. Hence, for any i > 1, (DA)*-R and A(DA)’-R cannot be
solved in polynomial time on these restricted colored graphs, unless P = NP.

Proposition 6.12. DA-R is NP-hard even if every color appears in at most
two (s,t)-paths.

Proof. First, we show that DA-R is contained in NP if every color appears
in at most two (s,t)-paths by describing a verifier. To this end, we show
that if the defender has a winning strategy, then D, the set of colors he
defender chooses, is a certificate. In other words, given an instance I =
(G = (V,E),s,t,C {,d,a) of DA-R where every color appears in at most
two (s,t)-paths and a set of colors Dy C S with |D;| < d, we show that we
can determine in polynomial time whether or not there is a colored (s,t)-
cut Ay of size at most a in G such that D; N A; = (). We define a graph G’
where we identify the vertices u,v € V if there is an (u,v)-path P in G
with ((E(P)) C D;. Since the resulting graph might have parallel edges,
we also subdivide every edge. In this graph, every color still appears on at
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most two (s,t)-paths [30]. Hence, D; is a winning strategy for the defender
if the COLORED (s,t)-CUT instance (G',s,t,C, ' a) is a no-instance. This
can be determined in polynomial time since every color appears in at most
two (s, t)-paths in G’ [38]. This verifier is correct, since if the vertices u,v € V'
are connected with an (u,v)-path P in G with ¢(E(P)) C Dy, there is no
colored (u,v)-cut A; C C'\ D;. Hence, DA-R is contained in NP if every
color appears in at most two (s, t)-paths.

Second, we show that DA-R is NP-hard even if every color appears in
at most two (s, t)-paths by giving a polynomial-time reduction from the NP-
hard problem MATCHING INTERDICTION [41].

MATCHING INTERDICTION

Input: A graph G = (V, E) and integers b and r.

Question: Is there a subset S C E with |S| < b such that the
maximum matching in G — S has size at most r?

In other words, we ask if there is a set S C FE such that there are no r 4+ 1
distinct edges with pairwise disjoint endpoints in G — S. Given an in-
stance I = (G = (V,E),b,r) of MATCHING INTERDICTION, we build in
polynomial time an instance I' = (G' = (V',E'),s,t,C,{,d,a) of DA-R
where every color appears in at most two (s,t)-paths such that I is a yes-
instance of MATCHING INTERDICTION if and only if I’ is a yes-instance of
DA-R. Since the maximum matching in G has size at most |V|/2, I is a
yes-instance if » > |V|/2. Hence, we can assume without loss of generality
that r < |V]/2 — 1.

We start with an empty graph G, set d :=b,a := |V| —r —1,C = {a] |
v € V,0<j <d}UE and add vertices s and ¢. Furthermore, we add for
every v € V an (s,t)-path P, in G’ such that ((E(P,)) = {aj | 0 < j <
d}U{ee E|v € e}

Note that for distinct vertices v,w € V, {(E(P,)) N¢(E(P,)) = {{v,w}}
if {v,w} € FE and ({(E(P,)) N¢(E(P,)) = 0 otherwise. Moreover, every
color e € E appears on exactly two (s, t)-paths in G’ and every color o« € C\ E
appears on exactly one (s,t)-path. By construction, there are exactly |V|
many (s,t)-paths in G" and all of them have pairwise different sets of colors.
Hence, |C(I")] = |V|. The idea of this construction is that the defender is
not able to choose a colored (s,t)-connector since each (s,?)-path contains
at least d + 1 different colors and therefore he only has a wining strategy, if
he is able to reduce the size of the maximum matching in G. We now give
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the formal proof of this intuition. That is, we show that [ is a yes-instance
if and only if I’ is a yes-instance.

(=) Let S C E, such that there is no matching of size r+1in G—S. We
will show that there is no colored (s, t)-cut A; C C'\ S of size at most a in G'.
Assume towards a contradiction that there is a colored (s,t)-cut Ay C C'\ S
of size at most a in G'. Recall that every color appears in at most two (s, t)-
paths in G’. Since |A;] < a = |[V|—7r —1 and |C(I")| = |V|, there is a
set of colors R C A; of size at least r + 1 such that every color o € R
appears in two (s,t)-paths. By construction, no color appears in more that
two (s,t)-paths. Hence, for all distinct colors a, f € R it holds that there
is no (s,t)-path P' in G' with {a, 5} C ¢(E(P’)). By construction, only
the colors £ C C' appear in exactly two (s,t)-paths and therefore R C E.
For every pair of distinct edges e := {uy, w1}, €3 := {ug, ws} € R in I (and
therefore colors in ), it holds that ((E(P,, ) UE(Py,))(E(P,,)UE(P,,)) =
(). Hence e; Ney = () and therefore R is a matching of size r +1in G — S, a
contradiction.

(<) Let D; C C be a set of colors of size at most d, such that there
is no colored (s,t)-cut A1 C C\ Dy in G’ of size at most a in G'. By
construction, there is no colored (s, t)-connector of size at most d in G’ and
therefore, for every v € V there is some g, € ((E(P,)) \ D;. We will show
that there is no matching of size r + 1 in G — (D; N E). Assume towards a
contradiction that there is a matching M of size at most r+1in G—(D1NE).
Then, Ay := MU{S, | v € V\(U.cp €)} has size at most r+14+|V|—2(r+1) =
V| —(r+1) = a and A;ND; = (). By construction, A; is a colored (s, t)-cut
in G, since for every (s,t)-path P, with v € V' it holds that either g, € A;
or {(E(P,)) N M # (), a contradiction. O

Note that the proof of Proposition is also a parameterized reduction
from MATCHING INTERDICTION parameterized by b to DA-R parameterized
by d. Since MATCHING INTERDICTION parameterized by b is W[1]-hard |24}
41], the next corollary follows directly.

Corollary 6.13. DA-R parameterized by d is W[1]-hard even if every color
appears in at most two (s,t)-paths.

Note that COLORED (s,¢)-CUT can be solved in polynomial time on
uncolored graphs, that is, when [(~(a)] = 1 for all « € C [17,22]. In
contrast, we will show that DA-R is NP-hard even on uncolored graphs.

Proposition 6.14. DA-R is NP-complete even on uncolored graphs.
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To show this statement, we first show the NP-hardness for the following
problem.

WEIGHTED MIN (s,¢)-CUT INTERDICTION

Input: A graph G = (V, E), two vertices s,t € V, a cost func-
tion ¢ : E — NN, a weight function w : £ — NN, and integers d
and a.

Question: Is there a subset S C E with ¢(S5) := > .qc(s) <
d such that for every (s,t)-cut M C (E \ S) in G it holds
that w(M) == ., w(e) > a?

In other words, we ask if there is a set of edges S C FE such that there is
no (s,t)-cut M in G that is disjoint to S and has weight at most a. Note
that on uncolored graphs, DA-R is equivalent to WEIGHTED MIN (s,¢)-CUT
INTERDICTION where ¢(e) = w(e) =1 for all e € E.

Lemma 6.15. WEIGHTED MIN (s,¢)-CUT INTERDICTION is NP-complete
even if ¢(e) + w(e) € O(|G]) for all e € E.

Proof. First, we show that WEIGHTED MIN (s,¢)-CUT INTERDICTION is
contained in NP by describing a verifier. Let I = (G = (V, E), s,t,c,w,d, a)
be an instance of WEIGHTED MIN (s,¢)-CuUT INTERDICTION, we show that
the set of edges S C E with |S| < d is a certificate if I is a yes-instance.
We define the weight function w’ : £ — N with w'(e) := w(e) for all e €
E\ S and W'(e) := a+ 1 for all e € S. Next, we answer yes if and only if
the minimum weighted (s,¢)-cut M in G with respect to w’ has weight at
least a+ 1. By construction, w'(M) > a for all e € S and therefore M has to
be disjoint from S if w(M) < a. Hence, this algorithm is correct and runs in
polynomial time [17,22]. Hence, WEIGHTED MIN (s,¢)-CUT INTERDICTION
is contained in NP.

Second, we show that WEIGHTED MIN (s,¢)-CUT INTERDICTION is NP-
hard. To this end, we reduce from the NP-hard problem VERTEX COVER
on cubic graphs [1,23].

Let I = (G = (V, E), k) be an instance of VERTEX COVER where deg(v) =
3 for all v € V. We describe how to construct an instance I’ = (G’ =
(V' E"), s,t,c,w,d,a) of WEIGHTED MIN (s,¢)-CUT INTERDICTION in poly-
nomial time such that [ is a yes-instance of VERTEX COVER if and only
if I’ is a yes-instance of WEIGHTED MIN (s,¢)-CUT INTERDICTION. Re-
call that n := |V| and m := |E|. Note that m = 3n since deg(v) = 3 for
allveV.
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Figure 5: These figures show the two subgraphs discussed in the first di-
rection of the proof. The number on an edge denotes the weight of the
corresponding edge and highlighted edges belong to S” and therefore cannot
be contained in M. Moreover, dotted edges show the minimum-weight (s, t)-
cut; (a) shows G! for v € S with Ng(v) = {u1,us,us} and e; == {v,u;}
for i € {1,2,3}; (b) shows G, for {/,v'} € Es.

We set d := k and a := 5m — 2(n — k) — 1. The graph G’ consists of
a copy of G and two new vertices s and t. Moreover, we add edges {s,v}
to G’ for all v € V. Furthermore, for every edge e := {u,v} € E we add a
vertex x. and edges {u,z.},{v,z.}, and {z.,t} to G'. For every edge e €
E’" we set c¢(e) := 1if s € e and c(e) := d + 1 otherwise. Finally, we
set w({w, Ty }) = w({v, Tquey }) = 3 for all {u,v} € E. For the remaining
edges e € E'\ E, we set w(e) := 5 if t € e, and w(e) := 1 otherwise. This
completes the construction of I’.

Clearly, c(e)+w(e) € O(|G']) for all e € E’. The idea is that a set 5" C E’
with cost at most d has to be a subset of the edges incident with s. This is
true since all other edges have cost d + 1. Hence, S’ can be seen as a choice
of the vertices S := {v | {s,v} € 5’} of G of size at most k = d and vice
versa.

Next, we show that [ is a yes-instance of VERTEX COVER if and only
if I’ is a yes-instance of WEIGHTED MIN (s,)-CUT INTERDICTION.

(=) Let S C V be a vertex cover of size at most k in G. We show
that S’ := {{s,v} | v € S} is a solution with cost at most d = k for I
By construction, ¢(S") := |S'| = |S| < k. Hence, it remains to show that
every (s,t)-cut M C (E'\S’) in G’ has weight at least a+1 = 5m —2(n—k).
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Let S:=V\S.

To this end, we analyze the minimum-weight (s, ¢)-cut in constant-sized
subgraphs of G'. These subgraphs will only share edges contained in S’. We
will use this to argue that the minimum-weight (s, ¢)-cut M in G’ with M N
S = () is at least the sum of all minimum-weight (s,t)-cuts of the different
subgraphs. Let G := (V/, E!) where V] := N¢ (v) U{t,v} and

quj = {{va}’ {Svu}7 {Uau}v {U’x{v,u}}a {uvx{v,u}}a {I{v,U}vt} ’ u € NG’(U)}

for all v € S. This graph is visualized in Figure (a). Since S is a vertex
cover for G, it holds that Ng(v) C S and therefore {s,u} € S’ for all u €
Ng(v). Clearly, every (s,t)-cut M, in G! with M, NS’ = () has weight at
least 13. Note that G’ is not the same graph as G'[N¢g (v) U {v,t}] since
there might be edges between the neighbors of v in G. Let E, := {e €
E|eC S} and Ey := E'\ E,. That is, Fy contains the edges of E where
both endpoints are contained in S and since S is a vertex cover for G, E;
contains the edges where exactly one endpoint is contained in S. Moreover,
for every {u,v} € F5 it holds that {s,u}, {s,v} € S’. For each e = {u,v} €
Es, let G, := G'[{s,u,v,z.,t}]. This graph is visualized in Figure [f|(b).
Clearly, every (s,t)-cut M, in G/, with M, N S’ = () has weight at least 5.

Since deg(v) = 3 for all v € V, it follows that |E;| = 3(n — k) and
therefore |Ey| = m —3(n — k). Let G = {G' | v € S}U{G. | e € Ey}.
By construction, for all pairwise distinct graphs G, G, € G only share edges
that are connected to s. Moreover, it holds that E(G}) N E(G,) € 5,
since for every v € V \ S, (s,v) is only contained in E(G)). Hence, for
every (s, t)-cut M in G/ with M NS’ = ) it holds that w(M) > 5|F,|+13|S| =
5m — 15(n — k) + 13(n — k) = bm — 2(n — k) = a + 1. Therefore, I’ is a
yes-instance of WEIGHTED MIN (s,¢)-CUT INTERDICTION.

(<) We show this direction by contraposition. Assume that [ is a no-
instance of VERTEX COVER. We show that I’ is a no-instance of WEIGHTED
MIN (s,t)-CuT INTERDICTION. In the following, we define, for all i €
{1,2, 3}, the sets of edged E; where every edge e € E; has exactly i end-
points in S. Let S” C E with ¢(S") < k. Recall that s € ¢’ for all ¢ € 5
since c(e) = d+ 1 for all e € E' with s € e. Let S := {v | {s,v} € S}
be the corresponding vertices of G. By assumption, S is not a vertex cover.
Hence, the set Ey := {e € E | en S = (} is not empty. Furthermore,
let By :={e€ E|eC S} and Ey := E\ (EyU Ey). Since deg(v) = 3 for
all v € V, it follows that |Ei| =37\ 5(3 — [Ne(v) \ S|) = 3(n — k) — 2| Eo
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and therefore |Ey| = m — (3(n — k) — 2|Ey|) — |Eo| = m — 3(n — k) + | Ey|.
Let V! := {s}uSU{z. | e C S} and V/ := V'\V! = {t}U(V\S)U{z. | e Z S}.
Clearly, M :={e' € E' | ¢ NV! # 0, NV # 0} is an (s,t)-cut in G'. We
will show that w(M) < a. By construction, M = M; U MsU Mz where M; :=
{{s,v} |v e V\S}, My := {{u,v},{u,zun} | {u,v} € E,u € S,veV\S},
and M3 := {{z.,t} | e C S}. Clearly, w(M;) = n — k, w(My) = 4|Ey|,
and w(Ms) = 5|Ey|. Hence, w(M) =n —k+4|E1|+5|Es| =n—k+4(3(n —
k)—2|Eo|)+5(m—3(n—k)+|Eo|) =5m—2(n—k)—3|Ey| < a since Ey # (.
Hence, I’ is a no-instance of WEIGHTED MIN (s, ¢)-CUT INTERDICTION. [J

Now, we prove Proposition To this end, we show that WEIGHTED
MIN (s,t)-CUT INTERDICTION is NP-hard even if ¢(e) = w(e) = 1 forall e €
E which is equivalent to DA-R on uncolored graphs.

Proof of Proposition[6.1]]. Let I = (G = (V,E),s,t,c,w,d,a) be an in-
stance of WEIGHTED MIN (s,¢)-CUT INTERDICTION where c(e) 4+ w(e) €
O(|G]) for all e € E. We describe how to construct an instance I’ =
(G'=(V',E"),s,t,d ' d,a) of WEIGHTED MIN (s,¢)-CUT INTERDICTION
in polynomial time such that ¢(¢/) = W'(¢/) = 1 for all ¢ € F and [ is a
yes-instance if and only if I’ is a yes-instance.

The graph G’ contains the vertices of V. For every edge e = {u,v} € F
we add (u,v)-paths P for all j,1 < j < w(e), of length c(e) such that
every z € V(P5) \ {u,v} only appears on P. In the special case of c(e) = 1
and w(e) > 1, we have to prevent parallel edges and therefore add an (u,v)-
path Pf of length one and an (u,v)-path Pf of length two for all j,2 < j <
w(e).

This construction can be done in polynomial time since we add for every
edge e € E at most O(c(e)w(e)) new vertices and edges and by assump-
tion, c(e) +w(e) € O(|G]). It remains to show that [ is a yes-instance if and
only if I’ is a yes-instance.

Clearly, for every edge e = {u,v} € FE one can connect u and v with
cost ¢(e) in G if and only if one can connect u and v with cost |E(Pf)| = c(e)
in G'. Moreover, one has to take at least the weight w(e) to cut e in G if and
only if one has to take at least weight w(e) to cut all the paths Pr1<j<
w(e) in G'. Therefore, I is a yes-instance if and only if I’ is a yes instance.

Hence, WEIGHTED MIN (s,t)-CUT INTERDICTION is NP-complete even
if ¢(e) = w(e) = 1 and therefore DA-R on uncolored graphs is also NP-
complete, since both problems are equivalent. O
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Table 1: Classic Complexity of COLORED (s,1)-CuT, (DA)-V, A(DA)-V,
and CCVG in general and in some restricted cases.

COLORED (s,t)-CUT (DA)-V A(DA)-V  CCVG

In general NP-c [10(19] I15,;-c Y5i1-C PSPACE-c

B,(I)<1 eP eP eP eP

Bo(I)=2 eP coNP-h coNP-h coNP-h
coNP-cifi =1

A(G) <2 eP eP eP epP

A(G)=3 ep 5 -c IY-h PSPACE-c

bipartite planar NP-c [39] k- 3h,.-¢  PSPACE-—c

bipartite planar eP I5-c I15-h PSPACE-c

subcubic

complete graphs NP-c [3§] ¥y -c hiiq-C PSPACE-c

uncolored graphs e P [17,22] coNP-h coNP-h coNP-h
coNP-cifi=1

every color in < 2 € P [38] coNP-h coNP-h coNP-h

(s,t)-paths coNP-cifi=1

Even though, it is unlikely that DA-R can be solved in polynomial time
in any of these two restricted cases, it is still interesting to observe that the

in general X} -complete problem becomes complete for ©¥ =NP.

An overview on the classic complexity of the defined games can be seen

in Table [1l
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7 Conclusion

Finally, we summarize our results and list open question and potential fu-
ture work. In this work, we extended previous work [10,126.35] and further
analyzed COLORED (s,t)-CUT from a parameterized point of view and gen-
eralized it to defender-attacker games.

7.1 Summary

In Section 3| we showed W][2]-hardness for COLORED (s,¢)-CUT parame-
terized by the maximum degree A and the edge deletion distance of the
input graph to a maximum degree of three £3;. This extends the known
W[2]-hardness for k£ [10] to an even larger parameter. In contrast, we gave
FPT-algorithms for parameterizations by the feedback edge set number fes
of the input graph or the edge deletion distance of the input graph to a
maximum degree of two &. Both algorithms where obtained by bounding
from above the number p of (s,t)-paths of the instances where fes or &, are
bounded and using the known FPT-algorithm for COLORED (s, t)-CUT when
parameterized by p [27].

In Section we generalized COLORED (s,t)-CUT to the defender-
attacker games (DA)™-R,(DA)-V,A(DA)"-R, and A(DA)-V where a de-
fender and an attacker alternatingly choose color sets. The goal of the at-
tacker is to complete a colored (s, t)-cut, whereas, the defender tries to pre-
vent this. We showed that for all i > 0, A(DA)-V is 3}, -complete and
A(DA)'-R is IT};, ;-complete and for all i > 1, (DA)*-V is II};-complete and
(DA)-R is X¥-complete. In other words, for an increasing but constant
number of alternations between the agents, these games are complete for
complexity classes of increasing levels of the polynomial-time hierarchy. For
a non-constant number of alternations between the agents, we introduced,
in Section the games COLORED (s,t)-CUT VULNERABILITY GAME and
COLORED (s,t)-CuT ROBUSTNESS GAME and showed that both problems
are PSPACE-complete even if every agent chooses only one color in each
turn. In other words, the more turns an agent has in the game, the more
complex it is to determine which player has a winning strategy.

In Section |5, we analyzed these games from a parameterized complexity
point of view. We analyzed parameterizations by natural parameters re-
lated to budgets of the agents, and showed that they are unlikely to lead
to FPT-algorithms. on the positive site, we showed that all games admit
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Table 2: Parameterized Complexity of COLORED (s,t)-CuT, (DA),
A(DA)?, and CCRG. We write ¢ XP under the assumption that P # NP.
Furthermore, we write ‘no poly kernel’ under the assumption that NP ¢
coNP /poly. Recall that B(I) denotes the sum of all budgets in I. More-
over, By(I) and B, (I) denote the sets of budgets of the defender and attacker,
respectively and B([) is the union of both sets.

Parameter COLORED (s,t)-CuT (DA)-V, A(DA)!-V, CCVG
B(I) € XP, W[2]-h € XP, W[2]-h
B(I) - b, Z XP Z XP
be B(I)
|C] € FPT, € FPT,

no poly kernel no poly kernel
|IC|—b € XP € XP
be Ba(l) - coW/[1]-h
be B,(I) WI1]-h coW([2]-h
» € FPT, ?

no poly kernel
fes € FPT, ?

no poly kernel
& € FPT, ?

no poly kernel
&3 € XP, W[2]-h ¢ XP
A € XP, W[2]-h g XP
p+|C] O(p|C]) kernel O(p|C) kernel

in O(p(n + |C|) + m) time in O(p(n +|C|) + m) time

kr +|CY, O((kr +|C])7) kernel O((kr +|C])7) kernel
r € IN constant in O(|I]") time in O(]I]") time

FPT-algorithms when parameterized by the number of colors |C|. Further-
more, we showed in Section how to achieve polynomial kernels for all
colored cut games when parameterized by both the number of colors |C|
and the vertex cover number. We were also able to replace the vertex cover
number with the vertex deletion distance k, to a maximum component size
of r. This result is somewhat surprising, since even the PSPACE-complete
games admit polynomial kernels and only few parameters are known for
which COLORED (s,t)-CuUT admits polynomial kernels. An overview on our
parameterized complexity results is given in Table

In Section [6] we analyzed the computational complexity of the colored
cut games on restricted instances. First, in Section we investigated
instances with degree constraints. We showed that none of the colored cut
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games, except A(DA)°-R and A(DA)%V, can be solved in polynomial time
on bipartite planar subcubic or on complete graphs, unless P = NP. Second,
in Section we showed that (DA)!-R is NP-complete on uncolored graphs
and on colored graphs, where every color appears in at most two (s, t)-paths.
This is a contrast to COLORED (s, ¢)-CUT which can be solved in polynomial
time in both cases. In one of these proofs we also introduced the WEIGHTED
MIN (s,t)-CuT INTERDICTION problem and showed its NP-completeness.
This problem is closely related to (DA)!-R and might be interesting for the
design and analysis of robust networks.

7.2 Future Work

One of the main open questions of this work is, if the colored cut games such
as (DA)-R, or at least some of them, admit FPT-algorithms when parame-
terized by the number of (s, t)-paths p. If yes, then these games also admit
FPT-algorithms when parameterized by the the feedback edge set number fes
and the edge deletion distance to a maximum degree of two &. Another
natural parameter which is related to p is the number of color sets |C(I)|
of (s,t)-paths in the input graph. In every colored graph H, |C(H)| cannot
be larger than p and is probably much smaller in most instances. If one finds
an exact FPT-algorithm to compute the set C(I), one can easily show an
FPT-algorithm for COLORED (s,t)-CUT when parameterized by |[C(I)].

Furthermore, we were able to show that (DA)!-R and (DA)'-V can be
solved in time 2/€!|7|°M) . Tt would be interesting to analyze if algorithms with
this running time can also be found for A(DA)!-R or even for all colored cut
games.

Since, the defined games are complete for complexity classes that are
higher in the polynomial-time hierarchy than NP, one might also study
whether a given parameterization allows not for an FPT-algorithm but for
a parameterized reduction to a lower level of the polynomial-time hierar-
chy [13].

In general, it might be interesting to analyze other games or PSPACE-
complete problems from a parameterized point of view and search for FPT-
algorithms or even polynomial kernels.

Moreover, one can also define defender-attacker games where both agents,
again, choose color sets each turn and the defender only wins if he completes
a colored (s, t)-connector. It should be possible to show that, for a constant
number of alternations between the agents, these games are also complete for
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complexity classes of different levels of the polynomial-time hierarchy. For
a non-constant number of alternations, a special case of these games cor-
responds to UNIT-CCRG. Hence, we have already shown in Theorem [4.17]
that a defender-attacker game where the defender aims to complete a col-
ored (s,t)-connector with non-constant number of alternations between the
agents is PSPACE-complete even if every agent only choses one color each
turn.

All in all, it would be interesting to observe, if the positive results in this
work are relevant for practice.
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